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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Information Technology)

NOTIFICATION
New Delhi, the 27" October, 2009

G.S.R. 778(E)— In exercise of the powers conferred by clause (i) of sub-section (2) of
Section 87, read with section 52 of the Information Technology Act 2000 (21 of 2000), and in
supersession of the Cyber Regulations Appeliate Tribunal (Salary, Allowances and other terms and
conditions of service of Presiding Officer) Rules, 2003, except as respects things done or omiited to
be done before such supersession, the Central Government hereby makes the following rules
regulating the terms and conditions of the service of the Chairperson and Members of the Cyber
Appeltate Tribunal, namely:--

1. Short title and commencement.—(1) These rules may be called the Cyber Appellate Tribunal
(Salary, Allowances and Other Terms and Conditions of Service of Chairperson and Members) Rules,
2009. '

) They shall come into force on the date of their publications in the Ofﬁciél Gazette.
2. Definitions.— (1) In these rules, unless the context otherwise requires,—

“(a) *Act’means informatiofy Feokmology Act, 2000 (21 0f 2000);
{b) "Cyber Appeliate: Tribangaimseans the Cyber Appeilate Tribunal established under sub-
-section (1) of section 48 ofthecAct; : _
(c)” "Chairperson" means.the Gheirperson of the Cyber Appeliate Tribunal appointed under T
- section.43 of the Act;
-{d)y "Member”’ means:-the:Member-of the Cyber Appeiiate Tribunal appointed under section 49
. ofthe Act;

(2} All other words and expressions:used and not defined in these ruies but defined in the Act
shali-have the meanings respectively:assigned to them in the Act.

3. Baiary and allowances.— (1) The Chairperson and the Member shalt be paid such.salary and
allowances, as are admissible to a Secretary to the Government of india, including all the benefits that
a Secretary is entitled to;
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Provided that in the case of appemtment ofa person as the Chairperson or the Member, as
the case may be, who has retired as a Judge of the Supreme Court or a High Court or who has retired
from service under the Central Government or.a State Govemiment and who is in receipt of, or has
received, or has become entitled to receive any retirement benefits by way of pension, " gratuity,
‘employer's contribution to Contributary Provident Fund or other forms of retirement benefits, the pay
of such Chairperson or the Member, as the case maybe, shall be reduced by the gross amount of
pension or empioyer's contribution to the Contributory Provident Fund or any other form of retirement
benefit, if any, drawn orte be drawn by hrm . ) , o .

Provided further that in case a retlred Judge of a Suprerne Court ora Hrg'h Court is appornted
as the Chairperson or the Member, as the case maybe, the terms and conditioris of service of such
Chairperson: or Member shall be in accordance with the instructions issued by the Ministry of Finance
in respect of appointment of Judges to various Tribunals and in consultation with that Ministry.

.4, Leave.— The Chairperson and the Member shall be entitled to leave as are applicable to the
Secretary to the-Govemment of India in respect of earned leave, half pay leave, extraordrnary leave,
- commutation of leave and casual leave.

5. Leave.eahctloning authority.— The Secretary, Department of Information Technology, Mtnistry of
Communications. and. Information Technélogy, Govemment of India, shall be the authority competent
~to sanction Ieave to the' Charrperson and the-Member,

6. Pension or Provtdent Fund— (1) In case a serving Judge of the Supreme Court or a High Court -
“or a member of the Indian Legal Service is appointed to the post of the C_harrpersort or the Member,

the. service. rendered in the Tribunal shall count for pension, to: be drawn in accordance with the rules
- of the service to which he belongs, and he shall also be- govemed by the provreroneof the General’
* Provident Fund (Centrai Services) Rulas, 1960.

(2) in all other cases, the Chalrperson and the Member shall be governed by the provision of
the Contributory Provident Fund (India) Rules, 1962.

T Tra\rellingend daily allowaneesr-— The Chairperson or the Member; as the case may be, while
-on-tour (including the journey. undertaken on the expiry of his term in the Tribunai to proceed fo his
home town) shall be entitled to-the-travelling aliowance, daily: aliowence; -transportation ofpersenal
effects and other similar matters at the: same rates-as areapﬁeabte to the -Secretary- to-the
Government of india.

8. Leave travel concession.—The Chairperson and the Member shall be entitied to avail leave travel
- concession:at the same rates as are admissible to the Secretary to the Government of india.

9. Faeility -of conveyance.— The Chairperson and the Member shall be entitied to hire a taxi-on
-whole time basis in accordance with. the rules or orders tor the time being in force for hire of taxi by
the Secretary to the Govemment of india.

10 House rent allowance.—The Charrpetson and the Member shall be entitied to ‘house rent
. allowance at the same rate as are, for the time being, admissible o Group ‘A" officers of the Central
. Govemment drawing equivalent.pay and grade pay. - -

11. Faellition for medical—tnatmnt.— The Chairperson and the Member shall-be entitied to medical
treatment and hospital facilities, as-provided in the Central.Government:Heaith Scheme ‘Rutes, 1854
-and in places where the Central Gavemment Heaith Scheme is not in operation: the-said Chairperson
and the Member shall be entitied to the facilities as provrded in the' Central Services (Medrca!
Attendance) Rules, 1944.

12. Oath ot office and secrecy.— Every person appointed as the Charrpereon or the Member, as the-
.case may be, shall, before entering upon his office, make and subscribe an oath of oft'oe and
secrecy, in Form I and Form i respectively annexed to these rules.
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13. Declaration of financial or other interest.— Every person, on his appomtment as the
Chairperson or the Member, as the case may be, shall give a declaration in Form lil annexed to these
rules, to the satisfaction of the Central Government, that he does not have any such financial or other

. interest as is likely to affect prerdICIally hls functions as such Chairperson or the Member as the
case may be.

T

14. Residuary provision.— Any matter relating to the conditions of service of the Chairperson and
the Member with respect to which no express provision has been made in these rules shall be as per

the rules applicable to the Group 'A’ officers of the Central Govemment drawing equivalent pay and
grade pay. ;

FORM -1
{See rule 12)

Form of Oath of Office for the Chairperson/Members of the Cyber Appellate Tribunal

I, having been appointed as the Chairperson/Member (cross out
portion not applicable) do solemnty ‘affirm and do swear in the name of God that | will faithfully and
conscientiously discharge my duties as the Chairperson/Member (cross out portion not applicable), of

the Cyber Appellate Tribunal, to the best of my ability, knowledge and judgement, without fear of
favour, affection or ill-will.

Dated;

Place: {Mame of the Chairperson/Member)
CYBER APPELLATE TRIBUNAL

FORM -1l
(See rule 12)

| Form of Oath of Secrecy for the Chairperson/Members of the Cyber Appeliate Triburial

!, . having been appointed as the Chairperson/Member (cross out pomon not
applicable) do solemnly affirm and swear in the name of God that | will not directly or indirectly
communicate or reveal to any persen or persons any matter which shall be brought under my
consideration or shall become known to me as the Chairperson/ a Member (cross ouf portion not
applicable), of the Cyber Appeliate Tribunal except as may be required for the due discharge of my
duties as the Chairperson/ a Member ((¢cross out portion not applicable).

Dated:

Place: {(Name of the Chairpersothember)
. CYBER APPELLATE TRIBUNAL

.FORM - 111
{See rule 13)

Declaration against acquisition of any adverse financial or other interest

I, , having been appointed as the Chairpersaon/Member (cross out portion nol
applicable) of Cyber Appeilate Tribunal, do solemnly affirm and declare that | do not have, nor shall
have in future any financial or other interest which is likely to affect prejudiciaily my functioning, as the
Chairperson /Member (cross out portion not applicable), of the Cyber Appellate Tribunai.

" Dated: (Name of the Chairperson/Member)
CYBER APPELLATE TRIBUNAL

[No. 9(16)/2004-EC])
N. RAVI SHANKER, Jt. Secy.
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' NOTIFICATION .

New Delhi, the 27 October, 2009

G.S.R. 77%(E).— In exercise of the powers conferred by clause (s} of sub section (2) of
section 87, read with subsection (3) of section 54 of the Information Technology Act 2000 (21 of
2000), and in supersession of the Cyber Regulations Appeltate Tribunal (Procedure for Investigation
“of misbehaviour or Incapacity of Presiding Officer) Rules, 2003, except as respects things done or
omitted to be done before such supersession, Central Govemment hereby makes the following rules,
namely:— ‘ : ' ‘ ‘

1. Short title and commencement.— (1) These rules may be called the Cyber Appeilate. Tribunal
{Procedure for investigation of Misbehaviour or [ncapacity of Chairpersen and Members) Rules, 2009

(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions.— (1) In these rules, uniess the context otherwise requires, —
(a) "Act” means the Information Technology Act 2000 (21 of 2000);

(b) "Chairperson” means the Chairperson of the Cyber Appeflate Tribunal appointed under
section 49 of the Act;

(b} “Committee™ means a Committee constituted under sub—rule (2) of rule 3;

{c) "Member" means the Member of the Cyber Appellate Tribunal appointed under section 49 of
the Act; ' .

(d) “Tribunal® means the Cyber Appeliate Tribunal established under sub-section (1) of section 48
of the Act.’ _ : : .

(2) All other words and expressions used but not defined in these rules shall have the
meaning respectively assigned to them in the Act.

3. Committee for investigation of complaints.— (1) If a written complaint, alleging any definite
charges of misbehaviour or incapacity to perform the functions of the offices in respect of the
Chairperson or the Member, as the case maybe, is received by the Central Government, it shall make
a preliminary scrutiny of such complaint. . ‘ :

(2) Iif, on preliminary scrutiny, the Central Government considers it necessary to investigate into the
allegation, it shali place the complaint together with other material as may be available, before a
Committee consisting of the following officers to investigate the charges of allegations made in the:
compiaint, namely - =~ o
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(i) the Secretary (Co-ordination and Public Grievances) in the Cabinet Secretariat, Government
of india - Chairman;

(i) the Secretary, Department of Information Technology, Government of India — Member,;

(i) the Secretary, Department of Legal Affairs, Ministry of Law and Justice, Government of India
-- Member.
(3) The Committee shail devise its own procedure and method of investigation, which may include
recording of evidence of the complainant and collection of material under rule 4, which may be
relevant ta the conduct of inquiry.

{4) The Committee shall submit its findings to the President as early as possible within a pericd that
may be specified by the President in this behalf.

4. Judge to conduct inquiry.— (1) If, the President, on receipt of the report of the Committee under
sub-rule (4) of rule 3, is of the opinion that there are reasonable grounds for making an inquiry into the
truth of any imputation of misbehaviour or incapacity of the Chairperson or the Member, as the case
maybe, then, he shall make a reference to the Chief Justice of India requesting him to nominate a
Judge of the Supreme Court to conduct the inquiry.

(2) The President shall, by order, appoint the Judge of the Supreme Court nominated by the Chief
Justice of india {hereinafter referred to as the Judge) for the purpose of conducting the inguiry.

(3) Notice of appointment of the Judge under sub-rule {2) shall be given to the Chairperson or the ‘
Member, as the case may be.

(4) The President shall forward to the Judge a copy of—

(a) the articles of charges against the Chairperson or the Member, as the case maybe, and the
statement of imputations; :

{b) the statement of witnesses, if any, and
(c) material documents refevant to the inquiry.

{5) The Judge appointed under sub-rule (2) shall complete the inguiry within such time or further time
as may be specified by the President.

(6) The Chairperson or the Member, as the case maybe, shall be given a reasonable opportunity of
presenting a written statement of defence within such time as may be specified in this behalf by the
Judge.

(7) Where it is alieged that the Chairperson or the Member, as the case maybe, is unable to discharge
the duties of his office efficiently due to any physical or mental incapacity and the allegation is denied,
the Judge may arrange for the medical examination of the Chairperson or the Member, as the case
may be, by such Medical Board as may be appointed for the purpose by the President and the
Chairperson or the Member, as the case may be, shall submit himself to such medical examination
within the time specified in this behalf by the Judge.

(8) The Medical Board shaii undertake such medical examination of the Chairperson or the Member,
as the case may be, as may be considered necessary to and submit a report to the Judge stating
therein whether the incapacity is such as to render the Chairperson or the Member, as the case
maybe, unfit to continue in office.

(9) If the Chairperson or the Member, as the case maybe, refuses to undergo such medical
examination as considered necessary by the Medical Board, the Board shall submit a report to the
Judge stating therein the examination which the Chairperson or the Member, as the case maybe, has
refused to undergo, and the Judge may, on receipt of such report, presume that the Chairperson or
the Member, as the case may be, suffers from such physical or mental incapacity as is alleged in the
article of charges referred to clause (a) of sub-rule (4).
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(10) The Judge may, after considering the written statement of the Chairperson or the Member, as the
case maybe, and report of the Medical Board, if any, amend the article of charges referred to in
clause (a) of sub-rule (4) and in such case, the Chai_rp‘erson or the Member, as the case maybe, shall
be given a reasonable opportunity of presenting a fresh written statement of defence. .

" (11) The Central Government shall appoint an officer of that Government or an advocate to present
the case against the Chairperson or the Member, as 1_he case may be, before the Judge.

(12) Where the Central Government has appointed an advocate th present its case before the Judge,
the Chairperson or the Member, as the case maybe, shall also be allowed to present his case by an
advocate chosen by him.

5. Application of the Departmental Inquiries lE‘nforcement ‘of Witness and Productlon of
Documents) Act, 1972 to Inquiries under these rules.— The provisions of the Departmental
Inquiries (Enforcement of Witness and Rroduction of Documents) Act, 1972 (18 of 1972), shall apply -
to the inquiries made under these rules as they apply to departmental inquiries.

6. Powers of Judge.— The Judge shall not be bound by the procedure laid dewn in the Code of Civil
Procedure, 1908 (5 of 1908) but shal! be guided by the principles of natural justice and shall have
power to regulate his own procedure including the fixing of places and times of his inquiry.

7. Suspension of Chairperson or Member.-- Notwithstanding: anything contained in rule 4, and
without any prejudice to any action being taken in- accordance with the said rule, the President,
keeping in view the gravity of charges may suspend the Chairperson or the Member, as the case may
be, of the Tribunal against whom a complaint is urider mvestlgatron or inquiry.

8. Subsistence allowance.— The payment of subsistence allowance to a Chairperson or the
Member, as the case may be, under suspension shall be regulated in accordance with the rules and
orders for the tire being applicable to a Secretary to the Government of India belonging to the Indian
Administrative Service.

9. Inquiry Report.— After the conclusion of the investigation, the Judge shall submit his report to the
President statirig therein his findings and the reasons therefor on each of the articles of charges
separately with such observations on the whole case as he thinks fit.

[No. 9(16)/2004-EC}
N. RAVI SHANKER, Jt. Secy.
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.  NOTIFICATION

O N TR A I T { LT

PRIV U GE R Nequltn,tha 27" October, 2099

G.S.R. 780 (E).— In exercise of the powers conferred by clause (y) of sub-section kﬁf%tsection
87;;read. with. sub-section (7). of section 69 qf the Information Technology Act, 2000 (21 of 2000), the
Central Government hereby makes the fo!lowmg rules namely

‘113?;9;9

1. Short title and _commencement. — (1) These rules may be galled the Infonnatlon Technology
(Procedure and Saféguards' for Intérception, Monftoring and Dectyption of Infoimatien) Rules, 2009.
(2) They shall come into force on.the date of thetr publicatian i in the Official Gazette.

2. Definitions.— In these rules, unjess-the context otherwise requires,~
(a) “Act” means the information Technology Act, 2000 (21 of 2000); '
“i(b) - Teommunication™ means: disserination; transmission; :carmiage of information or signal in some
manner and include both a direct communication and an indirect communication”;
(c) “communication link” means the use of satellite, microwave, radio, terrestrial l”né." wire, wireless
- orany other'communication-media-1p inter-conrnect comptiterresource; -
Ld) oompetent authority’ means - .. :
(i) the Secretary in the Mlmstry of Horne Affairs, in case of the Central Govemment or
~ (i) the Secretary in charge oﬁheHome Department, in caee ora State Govérrwnem or Union
territory, astheuasemaybe
(e) “‘computer resource” means computer resource as det” ned in clause (k) of sub—sectlon (1) of
i Section 2 ofmeket: Srrinas der, : ; B

P

) "decryptron ‘means the process of conversion of mformatlon in non-infefligible foi'm Tolan
Leti o intefligible, form %amelhemahngl fqr;nula code, pagsworg or. algorrthm or a cornbrnatron
) thereof; T Fits

4) I‘deéryptton Adsistance” mieans any agsistance to - RS R IR T

¥ (i) vallow access; to the extest possible, to-encrypted.information, or -

(li) facilitate conversion of encrypted information into an intelligible form s -

“decryption direction” means a direction issued under rule 3 in which a decryptlon key ‘holder |$
dlrected;to— B R e . RN
. (i)disclose a decry tion key or - _

" (i)~ provide décryption ‘assitarice in respect of encrypted information RS
"decryptioﬁ key” teéans any Wey, imathematical formuta; code; password, atgonthm or-any:-
other data which is used to -

LT = i{i)-allow access to-encrypted.inormation:. or LT

2y (it) facilitate the conversion of encrypted information mto an |ntell|grble forrn, L i

) "'(j) "ded'yptron key holder” means any person who deploys the decryption mechahism and ‘Who s’
in possession of a decryption key for purposes of subsequent decryption of ‘encrypted’

__ information relating to direct or indirect communications;
k)™ rhfom-ratron" means mformaﬁon a8 deﬁned in clause (v) of sub—sectron n of Section 2»of the

- SR . :

() ‘intercept® with its grammatlcal vanatrons and cognate expressions, means the aural or other
-, . acguision-of the contents:of any. information through the use of any means, including an
yc.,-. Anterception device, so as ta mqke gome or all of the contents of a information avallableto_,a
" person other than the sender or reclplent or intended reC|p|ent of that communlcation )nd

includes— N

- (@) monitoring of any such rnfqrmatron by means of a monltorlng device;,

’ (b) v:ewmg, examrnatlon or |n5pection of the contents of any drrect or mdirect mfonﬂataon
Fammos e Tgage. e B E
- (&)~ -diversion of any . drrect oF mdrrect information from Its |ntended destmationfo aﬂyvothgr

" destination; :

(m) ‘“interception device® means any electronic, mechanical, electro-mechanical, electro-magnetrc

’ optical or other instrument, device, equipment or apparatus which is used or can be used,

" whether by itseif or in combination with any other instrument, device, equrpment or apparatus,

“to intercept any information; and any reference to an ‘interception device” includes, where
applicable, a reference to a "monitoring device”;

(n) “intermediary” means an intermediary as defined in clause (w) of sub-section (1) of section 2 of

the Act;

(o) “monitor” with its grammahcal variations and cognate expressions, includes to view or to

inspect or listen to or record information by means of a monitoring device;
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3. Dlroctlons for lrrhmptlon or. monitoring or decryption of any information.— No person shall
cacty mut-ihssintestaption-or moniloniity: oc dedrypliols of ey information:genstait; drpn snitted s secidved -
or: stored:in:any-computes: mmummmm (ﬁ)ﬁ SevtionBhof-the! Aot} exosfit bym
me&byhmntmm«:tr i Wi 2 Moty o yonens ha
aif Berda noiemedne balayisal on i 5 ¢ 30T tany vhuase el Dng
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below the rank of the Jomt Secretary to |he Govemment of india, who has been duiy authonsed by the
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()) in remote areas, where obtaining of prlor dlrectlons for mbfﬁﬂnﬁﬁn
decryption of information is not feasible; or
inamarnail)for opetstionat reasors;whersoblainingiof pdocdirentions: foy inferceplipn drsaomittenly of 7
i3] ir‘mmdwmmmmmmmm nany computer; resournte:
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in any computer resource may be carriéd out with the prior approval of the Head or the second senior
mest: officer.ofthe: secutity-and law ‘enforcemeat agency: (heveindfter: referied o as!tim;isail Security
agency) at the Ceniral level and the affieer-aithorised incihis behalf; it elowthe rante b the Indpedios:
General of Poiroe or an ofﬁoer of equwalent rank, at the State or Union ferritory level:
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. Information jn-case-of emergeocy, shaltiizform ia writing: 16 thercompetent atthaeity: about-the iamergeney:
and!of:such:interception or: Monitaring:tn decryptionawithitr threk wosking ada s and-obtaithe appedeat ofs
the competent autherity théreon within a- pericd of seven working days and if the approval of compétentt:
authority is not obtained within the said period of seven working days, such interception or monitoting or

deceyption sheit ceasy:dnd:the Wmmaﬁgsd:ﬂimt belintercepibdiot-memitohedots decrypted thereafter
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4, Authorisation of agency of Government.— The oompetent authority may authorise an agency of the
Geverniment dointescept; monttoros deceyptinformation penersicd, tranppitiedcrensivediosstotéd in any
ceriiputer tesource for the: parpose! mﬂcﬁeqwnmr(t)sdiwsmeﬁWn. 2t *“‘:*x
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9. Direction of interception or monitoring or decryption of any specific information.— The direction
of interception or monitoring or decryption of any information generated, transmitted, received or stored
in any computer resource shali be of any information as is sent to or from any person or class of persons
or relating to any particular subject whether such information or class of information are received with
one or more computer resources, or being a computer resource likely to be used for the generation,
transmission, receiving, storing of information from or to one particular person or one or many set of

.premises, as may be specified or described in the direction.

. 10. Direction to specify the name and designation of the officer to whom information to be

disclosed.— Every directions under rule 3 shall specify the name and designation of the officer of the

~ authorised agency to whom the intercepted or monitored or decrypted or stored information shall be

disclosed and also specify that the use of intercepted or monitored or decrypted information shall be
subject to the provisions of sub-section (1) of section 69 of the said Act.

11. Period within which direction shall remain in force.— The direction for interception or monitoring

- or decryption shall remain in force, uniess revoked earlier, for a period not exceeding sixty days from the

date of its issue and may be renewed from time to time for such period not exceeding the total period of
one hundred and eighty days.

12. Authorised agency to designate nodal officer.— The agency authorised by the competent
authority under rule 4 shall designate one or more nodal officer, not below the rank of Superintendent of
Police or Additional Superintendent of Police or the officer of the equivalent rank, to authenticate and
send the requisition conveying direction issued under rule 3 for interception or monitoring or decryption to
the designated officers of the concerned intermediaries or person in-charge of computer resource:

- Provided that an officer, not below the rank of Inspector of Police or officer of equwalent rank,
shall daliver the raquisition to the designated officer of the intermediary.

13. intermediary to provide facilitin. etc.— (1) The officer issuing the requisition conveying direction
issued under rule 3 for interception or monitoring or decryption of information shall also make a request
in writing to the designated officers of intermediary or person in-charge of computter resources, to provide
all facilities, co-operation and assistance for interception or monitoring or decryption mentioned in the
directions, -

(2) On the receipt of request under sub-rule (1), the designated officers of intermediary or person
in-charge of computer resources, shail provide all facilities, co-operation and assistance for interception
or monitoring or decryption of information mentioned in the direction.

(3) Any direction of decryption of information issued under rule 3 to intermediary shall be limited.
to the extent the information is encrypted by the intermediary or the intermediary has control over the
decryption key. -

14. Intermediary to designate officers to receive and handle requisition.— Every intermediary or
person in-charge of computer resource shall designate an officer to receive requisition, and another
officer to handle such requisition, from the nodal officer for interception or monitoring or decryption of
information generated, transmitted, received or stored in any computer resource.

15. Acknowledgement of instruction.— The designated officer of the intermediary or person in-charge
of computer resources shall acknowledge the instructions received by him through letters or fax or e-mail
signed with electronic signature to the nodal officer of the concerned agency within two hours on receipt
of such intimation or direction for interception or monitoring or decryption of information.

16. Malntenance of records by designated officer.— The designated officer of intermediary or person
in-charge of computer resource authorised to intercept or monitor or decrypt any information shall
maintain proper records mentioning therein, the intercepted or monitored or decrypted information, the
particulars of persons, computer resource, e-mail account, website address, etc. whose information has
been intercepted or monitored or decrypted, the name and other particulars of the officer or the authonty
to whom the-intercepted or monitored or decrypted information has been disciosed, the number of

.coples, including corresponding electronic records of the intercepted or monitored or decrypted

information made and the mode or the method by which such copies, including corresponding electronic
record are made, the date of destruction of the copies, including eorrespondmg electronic record and the
duration within which the directions remain in force.
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17. Danrypﬁon koy holdor to disclose decryption key or prowde decryption asisunce — Ifa

decryphondlmcﬁonorampymereo!hhanﬁdmﬂW" Ky -holder to: Whom the: deoryption

' du'ecbonlsaddrésndbymmwfﬁwmmmmﬁ médec:yptionkeyheiderihaumnme
period mentioned in the decryption directiop = . *

: (a) dlsclosethedecryptton key o o

" (b) prowdemedecrypﬂon assnstén@. B

anwnmtommmm

8. Submission of list of interception 6r monitering or ‘decryption of informiation:— %) The
deslgnsiad officers ofthemtermediary or pefsm in-charge of computer resources shall forward - evéry
fiteen days a list of interception or monitoring or depryptton authorisations received by them during-the
'precedmgfarwghttomemdalofﬁeersofthe agenc«es Mhonsedundernﬂe#brwnﬁrmaﬂm ofthe'
authenticity of such- authorisations.

_ {2) The list referred to in sub-rule (1) shall include details, such as the refersnce ‘and date of
orders of the concemned competent authorily including any order issued: under emergency cases date
and time of receipt of such order and the date and time of lmpiementauon of such order A

19. lntennodiary to ensure eﬂ'ective check in handiing matter of lnterceptlon or momtoring or
decryption of information.— The intermediary or the person in-charge of the domputer résddrce so
directed under rule 3, shall provide technical agsistance and the equipment incliiding hardware ; software,
firmware, storage, interface and access to thoaqmpmant wherever requested by the agency auﬁonsed
under rule 4 for performing interception or monitoring or decryption including for thé purposes of- - :

()] the installation of equipment of the agency authorised undér rile 4 for the- purfmses of
interception or monitoring or decryption or aocessmg slored mformatlon m accordanoe with
directions by the nodal officer, or .

(@) the maintenance, testing or use of such equnpment‘, or

(i) the removal of such equipment; or

(iv). the performance of any action required for acoessmg of stm%u Irffonnataan umiermtes drrection

issued by the competent authority under rule 3.~

.:‘5_-_

20. Intermediary to ensure effectlvo ‘check ln handling matter of intarcephon or monllormg or
decryption of information — The intermediary or person in-charge of computer resources shall-put-in
place adequate and sffective internal checks to ensure the unauthorised mterceptxon of informaticn does
not take place and extreme secrecy is maintained and utmost care and precaution shali be taken in the
matter of interception or monitoring or decryption of information as it affects privécy of citizens and akso
that it is handied only by the designated officers of the intermediary and ' no other person of the
intermediary or person in-charge of computer resouroes shali have access to such mtercepted or
monitored or decrypted information. '

21. Responsibility of Intermediary.— The mtenned’lary or person m-charge of computer resouraes‘
shall be responsible for any action of their employees also and in case of violation pertalmng to
maintenance of secrecy and confidentiality of information or any unauthorised interception. or monitoring
or decryption of information, the intermediary or person in-charge of computer resources shall be hable
foranyactlonundertherelevantprovastonsoftl’telawsfortheumebemgmforoe ‘

22. Review of directions of competbnt authority The Rewew Commrttee shail meet at least once in
two months and record its findings whether the directions issued under rule '3 dre irt-accordarice with the
. provisions of sub-section (2) of section 69-of the-A¢t and where the Review Committee is of the opinion -
that the directions are not in accordance with the provismnsmﬂerredwm\fe #t-'mdy 9&t asidé the
directions and issue order for destruction of the copies, including ‘comesponding eiéemm fecord: bf-the
intercepted or momtored or decrypted mfonnatlan
23 Dostruction of records of intefception or monitoriﬂg or decrypﬁen of infomatlon - {1=) Every
.. record, mc!udlng elecironic records pertaiming t0 such diréctions for intefception -or: monitoring - or
. ‘:_decryptnon of information and of mtercepted or monitored or deciypted informiatiori ‘shall be destroyexd: by
. the security agency in every six months exoept n a case whefe such in"l‘ermauoh ss reqwred* or nkely to
h :be requlred forfund:ionai requnrements :
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{2) Save as otherwise required for the purpose of any ongoing investigation, criminal complaint
or-legal proceedings, the intermediary or person in-charge of computer resources shall destroy records
* pertaining to’ directions for interception of information within a period of two months of discontinuance of .
the interception or monitoring or decryption of such information and in' doing so they shali maintain
extreme secrecy.

24, Prohibition of interception or monitoring or decryption of information without authorisation.—
(1) Any person who intentionally or knowingly, without authorisation under ruie 3 or rule 4, intercepts or-
attempts to intercept, or authorises or assists any other person to intercept or attempts te intercept any
information in the course of its occurrence or transmission at any place within India, shail be proceeded
aga:nst and pumshed accordmgly under the relevant provisions of the iaws for the time beingin: m

(2) Any interception, monitoring or. decryption of information in computer reseume by the.
employee of an intermediary or person in-charge of computer resource or a person duly authwrised by
the intermediary, may be undertaken in course of his duty relating to the services provided by that
intermediary, if such activities are reasonably necessary for the discharge his duties as perthe prevaiiing
industry pracuces in oonnection wtlhthe foﬂuwmg matters, namely—

(i) installation of computer resource or any equipment to be used with computer resource; or - ”
-('i) operation or maintenance of computer resource; or

- (i) installation of any communication Imk or software either at the end of the rntefmedtary or
subscriber, or installation of user account on the computer resource of intermediary and testing of the
-game for its functionality;

{iv) accessing stored mformatson from oomputer resource refating to the installation, connection or
maintenance of equipment, computer resource or a communication link or code; or

* " {v) accessing stored information from.computer resource for the purpase of—
(a)} implementing informaticn security practices in the computer resource;
- (b) determining any security breaches, computer contaminant or computer virus;
(c) undertaking forensic of the emoemed computer resource as. a part of imeahgahon cr
intemat audit; or :

" (vi}- accessing or'anaiysirig‘-ir#ormationvfrom a computer resource for the purpose - of .tmeing-_,a
- computer resource or any -person who has contravened, or is suspected of having coniravened or
bemg likely to contravene, any-provigion of the Act that is likely to have an adverse mpact on-the
services provided by the intermediary.
(3) The intermediary or the person m-charge of computer resource and its employees shall
maintain strict secrecy.and oonﬁdentxalrty of mformahon while performing the actions specified: undersub-
.mle 2)..: :

25. Prnhibition. of disclosure of imen:ephd or monitored or decrypted information.-—— (1=):-The
contents of intercepted or monitored or stored or decrypted information shali not be'used or-disclosed by
intermediary or any of its employees or person in-charge of computer resource to any person other than
the lntended reclplent of the sald information under rule 10.

(2) The contents of mtercephed or. monitored or decrypted information shall not: be: used -or
disciosed by the agency authorised under rule 4 for any other purpose, except for investigation or-gharing

mth other security agency for the purpase. of mveshgatlon or in judicial proceedings before the: competent
court in India.

(3) Save as otherwise pravided in sub-rule (2), the contents of intercepted or monitored or
decrypted information shall not be disclosed or reported in public by any means, without the. pnor order of
thie competent court in India.

(4) Save as otherwise provided in sub-ruie (2), strict confidentiafity shall be maintained.in ‘respect
of direction for interception, monitoring or decryption issued by concemed competent authority or the
nodal officers.
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} NOTIFICATION .
New Delhi, the 21“ October, 2009
G.S.R. 781 (E).— In exercise of the powers conferred by clause (z) of sub-sectton (2) of section

87, read with sub-section (2) of section 89A of the Information Technology Act 2000, {21 of 2000), the
Central Govemment hereby makes the followmg rules, namely: :

1. Short title and commencement.— (1) These rules may be calied the Information Technology
(Procedure ang Safeguards for Biacking for Access of Information by Public) Rules, 2009.
{2) They shall come into force on the date of their pubhcatton in the Ofﬁmal Gazette.

2, Deﬁnmons — ln these rules, unless the context otherwise requires,—
(@ “Act’ means the Information Technelogy Act, 2000 {21 of 2000);
{b) “computer resource” means computer resource as defined m clause (k) of- sub-sectlon (1) of
section 2 of the Act; _
{c) “Designated Officer” means an ofﬁcer designated as Designated Officer under rule 3;
(d) “Form” means a form appended to these rules;
{e) ‘intermediary” means an intermediary as deﬁned in clause (w) of sub-sectlon {1 nf section 2
of the Act;
{f) “nodal officer” means the nodal officer deslgnated as such under rule 4:
(g) ‘“organisation” means -
(iMinistries or Departments of the Government of India;
(i) state Governments and Union termitories; :
(i) any agency of the Central Govemment, as may be notlﬁed in the Offi clal GaZette, by
the Central Govemment;
(h)  ‘request’ means the request for blocking of access by the public any mformahon generated
‘ transmitted, received, stored or hosted in any computer resource;
() “Review Committee” means the Review Committee constituted under e 419A of ‘Indian
Telegraph Rules, 1951.

3. Designated Officer.— The Central Government shall designate by notification in Official Gazette, an
officer of the Central Gove mment not below the rank of a Joint Secretary, as the “Designated Officer”, for
the purpose of issuing direction for blocking for access by the pubhc any information generated,
-transmitted, received, stored or hosted in any computer resource under sub—sectuon (2) of sect:on 69A of
the Act.

4. Nodal officer of organisation.— Every organisation for the purpose of these rules, shall designate
one of its officer as the Nodal Officer and shall intimate the same to the Central Government in the
Department of Information Technology under the Ministry of Communications and Information
Technotogy, Gevemment of India and also publish the name of the said Nodal Officer on their website.

5. Direction by Desighated Officer.— The Designated Officer may on receipt of any request fram the
*Nodal Officer of an organisation or a competent court, by order direct any Agency of the Govemment or
intermediary to block for access by the public any information or part thereof generated, transmitted,

received, stored or hosted in any computer resource for any of the reasons specified in sub-section (1) of -

section 69A of the Act.

6. Forwarding. of requast by organisation.— (ﬁ) Any person may send their compiaint to the Nodal

Officer of the concemed organisation for blocking of access by the pubiic any information; generated 7

transmitted, received, stored or hosted in any computer resource:

Provided that any request, other than the one from the Nodal Officer of the organ!satlon shall be
sent with the approval of the Chief Secretary of the concerned State or Union terntory to the Deslgnated
Officer;
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Provided further that in case a Union territory has no Chief Secretary, then, such request may be
approved by the Adviser to the Administrator of that Union territory.

(2) The organisation shall examine the complaint received under sub-rule (1) to satisfy
themselves about the need for taking of action in relation to the reasons enumerated in sub-section (1) of
section 69A of the Act and after being satisfied, it shall send the request through its Nodal Officer-to the
Designated Officer in the format specified in the Form appended to these rules.

(3) The Designated Officer shall not entertain any complaint or request for blocking of information
directly from any person. .

(4) The request shall be in writing on the letter head of the respectivé organisation, complete in all
respects and may be sent either by mail or by fax or by e-mail sighed with electronic signature of the
Nodai Officer:

P'rovided that in case the request is sent by fax or by e-mail which is not signed with electronic
- signature, the Nodal Officer shall provide a signed copy of the request so as to reach the Designated
Officer within a period of three days of receipt of the request by such fax or e-mail.

(5) Cn receipt, each request shall be assigned a number alongwith the date and time of its receipt
by the Designated Officer and he shall acknowtedge the receipt thereof to the Nodal Officer within a
period of twenty four hours of its receipt.

7. Committee for examination of request.— The request alongwith the printed sample content of the
alleged offending information or part thereof shall be examined by a committee consisting of the
Designated Officer as its chairperson and representatives, not below the rank of Joint Secretary in
Ministries of Law and Justice, Home Affairs, Information and Broadcasting and the indian Computer
Emergency Response Team appointed under sub-section (1) of section 70B of the Act.

8. Examination of request.— (1) On receipt of request under ruie 6, the Designated Officer shall make
all reasonable efforts to identify the person or intermediary who has hosted the information or part thereof
as well-as the computer resource on which such information or part thereof is being hosted and where he
is able to identify such person or intermediary and the computer resource hosting the information or part
thereof which have been requested to be biocked for public access, he shall issue a notice by way of
letters or fax or e-mail signed with electronic signatures to such person or intermediary in controi of such
computer resource to appear and submit their reply and clarifications, if any, before the committee
referred to in rule 7, at a specified date and time, which shall not be less than forty-eight hours from the
time of receipt of such notice by such person or intermediary.

{2) In case of non-appearance of such person or irtermediary, who has been served with the
notice under sub-rule (1), before the committee on such specified date and time, the committee shall give
specific recommendation in writing with respect to the request received from the Nodal Officer, based on
the information available with the committee.

(3) In case, such a person or intermediary, who has been served with the notice under sub-rule
(1), is a foreign entity or body corporate as identified by the Designated Officer, notice shall be sent by
way of lefters or fax or e-mail signed with electronic signatures to such foreign entity or body corporate
and any such foreign entity or body corporate shall respond to such a notice within the time specified
therein, failing which the committee shall give specific recommendation in writing with respect to the
request received from the Nodal Officer. based on the information available with the committee.

(4) The committee referred to in rule 7 shali examine the request and printed sample information
and consider whether the request is covered within the scope of sub-section (1) of section 69A of the Act
and that it is justifiable to biock such information or part thereof and shall give specific recommendatnon in
wntrng with respect to the request received from the Nodal Officer.

(5) The designated Officer shall submit the recommendation of the committee, in respect of the
request for blocking of information alongwith the details sent by the Nodal Officer, to the Secretary in the
Department of Information Technology under the Ministry of Communications and Information
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Technology, Government of india (heremafter referred fo. as the “Secretary Department of Informatlon
Technology” ). ;

(6) The Designated Officer, on approval of the request by the Secretary, Department of
Information_ Technology,. shall direct.any agency of the Govemment or-the intermediary to block the

offending information generated, transmitted, received, stored or hosted in therr computer resouroe for'

public access within the time limit specified in the direction:

_ Prowded that in case the request of the Nadal Officer ‘i not approved by the Sécretary,

Department of Information Technology, the Designated Officer shall convey the saime' to such Nodal
Officer.

9. Biocking of information in cases of emergency.— (1) Notwithstanding anything contained in rules
7 and 8, the Designated Officer, in any case of emergency nature, for which neo delay is acteptable, $hall
examine the request and printed sample information and consider whether the request is within the scope

of sub-section(1) of section 69A of the Act and it is necessary or expedient and ]UStff iable to block such _

information or part thereof and submit the request wath specific recommendaﬁens in: wntrng to’ Secretary
Department of Information Technology.

(2) In a case of emergency nature, the Secretary, Department of Information Technology may, if
he is satisfied that it is necessary or expedient and justifiable for blocking for public access of any
information or part thereof through any computer resource and after recording reasons in writing, as an
interim measure issue such directions as he may consider necessary to such identified or identifiable
persons or intermediary in control of such computer résource hosting such mformatron or part thereof
without giving him an opportunity of hearing. -

(3) The Designated Officer, at the earliest but not later than forty—e:ght hours of issue of direction
under sub-rule (2), shall bring the request before the committee referred to in rute 7 for its conslderatron
and recommendatlon :

(4) On’ recelpt of recommendations of committee, Secretary, Depar‘tn'\ent: of Information

Technology, shall pass the final order as regard to approval of such request and in case the request for
blocking is not approved by the Secretary, Department of Information Technology in his final order, the
interim direction issued under sub-rule (2) shall be revoked and the person or intermediary in control of
such information shall be accordingly directed to unblock the information for pubhc access.

10. Process of order of court for blocking of information.— In case of an order from a competent
court in India for blocking of any information or part thereof generated, transmitted, received, stored or
hosted in a computer resource, the Designated Officer shall, immediately on receipt of certified copy of
the court order, submit it to the Secretary, Department of Informahon Technology and mrtrate action as
directed by the court. ,

11. Expeditious disposal of request.— The request received from the Nodal Officer shall be decided
expeditiously which in no case shall beé more than seven working days from the date of recerpt of the
request. .

12. Action for non-compiiance of direction by intermediary.—— - In case the intermediary fails to

comply with the direction isstied to him under rule 9, the Designated Officer shall,-with the prior approval -

of the Secretary, Department of Information Technology, initiate appropriate action as may be reqmred to
comply with the provisions of sub-section (3) of section 69A of the Act. . .

13. Intermadiary to dealgnate one person to receive and handle diuetions — (1) Every intermediary
shall designate at least one person to. receive and handle the directions ' for blocking of access by the
public'any information generated, transmitted, recsived, stored or hosted i anycomputer resource under
these rules.
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(2) The designated person of the intermediary shall acknowliedge receipt of the directions to the
Designated Officer within two hours on receipt of the direction through acknowledgement letter or fax or
e-mail signed with electronic signature.

14, Meeting of Review Committee.-—— The Review Committee shall meet at least once in two months
and record its findings whether the directions issued under these rules are in accordance with the
provisions of sub-section (1) of section 69A of the Act and if is of the opinion that the directions are not in
accordanc2 with the provisions referred to aboeve, it may set aside the directions and issue order for
unblocking of said information generated, transmitted, received, stored or hosted in a computer resource
*for public access.

15. Maintenance of records by Designated Officer.— The Designated Officer shall maintain complete
record of the request received and action taken thereof, in electronic database and alse in register of the
cases of blocking for public access of the irfformation generated, transmitted, received, stored or hosted
in a computer resource.

16. Requests and complaints to be confidential — Strict confidentiality shali be maintained regarding
all the requests and complaints received and actions taken thereof.

FORM
[See rule 6(2)]

A. Complaint

1. Name of the complaihant D .
(Person who has sent the complaint te the Ministry/Department/State Govt./Nodal Officer)

2. Address
City : 7 Pin Code:
3. Telephone . (prefix STD code) 4 Fax (if any) :

5. Mobile (if any):

6. Email (if any):

a élg?tt:ils of website/ computef resource/intermediary/ ecffending Information hosted on the
(Please give details wherever known)

7. URL / web address :

8. IP Address :

9. Hyperlink :

10. Server/Proxy Server address :

11. Name of the Intermediary :
12. URL of the Intermediéary -

(Please attach screenshot/printout of the offending information)

13. Address or iocation of intermediary in case the intermediary is telecom service provider, network
service provider, internet service provider, web-hosting service provider and cyber café or other form
of intermediary for which information under points (7). (8), (9), (10), (11) and (12) are not available.
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C. Details of Request for blocking

14. Recommendation/Comments of the Ministry/State Govt :

15: The level at which the comments/ recommendation have been apprdveci
(Please specify designation) )

16. Have the complaint been examined in Ministry/State Govemment : Y/N

17. If yes, under which of the following reasoéns it falls (please fick):"
(}Interest of sovereignty or mtegnty of India
(i) Defence of india -
i) Security of the State
{iv} Friendly relations with foreign States
{v) Public order
(viy  For preventing lncltement to the commission of any cognisable offence relahng to above

D. Details of the Nodal Officer forwarding the complaint alongwith recommendation of the
Ministry/State Govt. and related enclosures

18. Name of the Nodal Officer:
18. Designation :
.20. organisation :
21. Address . .

City : _ : Pin Code:

22. Telephone: (prefix STD code) 23.-Fax (if any): __

- 24. Mobile {if any):

25. Email (if any)-

E. Any other information :

F.Enclosures : 1.

2.
. 3. .
Date : _ Piace: Signature

_ [No. 8(16)/2004-EC}
N. RAV| SHANKER, Jt. Secy.
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L. 9(16)/2004 £, )
. fa v, dg=a dfea
NOTIFICATION

New Dethi, the 27" October, 2009

G.S.R. 782 (E).— In exercise of the powers conferred by clause (za) of sub-section (2) of
section 87, read with sub-section (3) of section 69B of the Information Technology Act 2000 (21 of
2000), the Central Government hereby makes the following rules, namely:—

1. Short titlke and commencement.— (1} These rules may be called the information Technology
{Procedure and safeguard for Monitering and Collecting Traffic Data or Information) Rules, 20089.
(2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In these rules, unless the context otherwise requires,—

(a) “Act” means the Information Technology Act, 2000 (21 of 2000);

“(b) “communication” means dissemination, transmission, carriage of information or signal in some
manner and include both a direct communication and an indirect communication;

(c} “communication link® means the use of satellite, microwave, radio, terrestrial line, wire, wireless
or any other comimunication media to inter-connect computer resource;

(d) “competent authority” means the Secretary to the Government of India in the Departmem of
Information Technology under the Ministry of Communications and Infoermation Technology;

{e) ‘computer resource” means computer resource as defined in clause (k) of sub-section (1) of
section 2 of the Act;

(fy “cyber security incident” means any real or suspected adverse event in relation to cyber security
that violates an explicitly or implicitly applicable security policy resulting in unauthorized access,
denial of service/ disruption, unauthorised use of a computer resource for processing or storage
of infermation or changes to data, information without authorisation;

{g) “cyber security breaches” means unauthorised acquisition or unauthorised use by a person of
data or information that compromises the confidentiality, integrity or availability of information
maintained in a computer resource;

{h} “information” means information as defined in clause (v) of sub-section (1) of section 2 of the
Act;

(i) “information security practices” means implementation of security policies and standards in
order to minimize the cyber securnity incidents and breaches;

() “intermediary” means an intermediary as defined in clause (w) of sub-section (1) of section 2 of
the Act; .

(k) “monitor” with its grammatical variations and cognate expressions, includes to view or mspect or
record or collect traffic data or information generated, transmitted, received or stored in a
computer resource by means of a monitoring device;
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(I “"monitoring device” means- any electronic, mechanical, elecwo-mechamcal elecha-mam
optical or other instrument, -device, equipment or apparatus which is used. or can be used, .
whether by itself in combination with any other-instrument, dewoe equipment or apparams to'

~ view or inspect or record or collect iraffic data or information;

(m) “port” or “application port” me#ns a set of software nies which ndentaﬁes and permits:
communication between application to appllcamon network to network; oomputer to computef,

computer system to computer system;

{n) "Review Commitiee” means the Review Commﬁtee oonstltuted under rule 4197 of the lndnn )

Telegraph Rules, 1951;

(o) “security policy” means documented busmess rules and processes foo' pmtecting mformahon

. and the computer resource;
{p) “traffic data” meanstrafﬁcdataasdeﬁmdexpfanaﬂonfn)toseetcmﬁsaofﬂ\em

3. Directions for monitoring.— {1) No directlons for momtonng and coﬂecuon of trafﬁc dah or

information under sub-section (3) of section 69B of the Act shall be |swed except by an order made by
the competent authority.

(2)Theoompetentauﬂ'lontymaylssuedwectmnsformonuonngforanyoraliofmmg
purposes related to cyber security, namely:-/ e o

{a) forecasting of imminent cyber incidents;
{(b) monitoring network application with traffic data or mfonnahon on oomputer ruourca
(c) identification and determination of viruses or computer contaminant;
(d) tracking cyber security breaches or cyber security'incidents;
{e) tracking computer resource breaching. cyber security ‘or spreading virus or computer
contaminants,
() identifying or trackmg of any ‘person who has breached, or is suspec.tod of havmg
breached or being likely to breach cyber security;

ll,ss

(9) undertaking forensic of the concemed computer resource as a part of mvestlgabon or -

internal audit of information security practices in the computer resource;

{h) accessing a stored information for enforcement of any provisions of the hws refating to.

cyber security for the time being in force;
(i) - any other matter refating to cyber security.

(3) Any direction issued by the competent authority under sub-rule mmmmsum '

direction and a copy of such dlrec’hon shall be forwarded to the Review Commﬂhe within .a puiud of
seven working days. _ _

{4 The direction of tha commluntauhaityhrmnihdngmdeolbcbon of traffic data: crm :

may include the monitoring and collection of trafic data or information from ‘any person . or class of
persons of relating to any particular subject:whether such-traffic data or information, or class of traffic
data or information, are received with one or more computer resources, being a compmerremtmm
to be used for the generation, transmission, receiving, storing of traffic data or information from or to one
particular person or one or many set of premises. _

4. Authorised mncydwmmmmwondmm«
information.— (1) The competent authority may authorise any agency of the government for monitoring
and collectuonofﬂ‘afﬁcdataoruﬁomaﬁongenerated tmumitbd reoewedorstaredmawm
resource.

{2) The agency authorised by the competent auﬂmnty under sub-mle {1 shall desugnate one or '

more nodal officer, notbolowmemkofﬂmDeputySeeretarytotheGovemmtofm- for the
purpose to authenticate ‘and “send the ‘requisition’ conveying direction issued under rule. 3 to-the
designated officers of the- cmdmnnedmyorpersonin-dwge of computer resources.

(3) The requisition under sub-rule (2) shall specify the name and designation of the_oflit_:er or the

agency to whom the monitored or collected traffic data or information is wbu disclosed.

{4) The intermediaries or person in-charge. of computer resource shall dmnate one or:mare
officers to receive requisition and to handle such requismcm from the nodal officer for monlim or
collection of traffic data or information. : X _
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(5} The requisition conveying directions for monitoring shall be conveyed to the designated
officers of the intermediary or person in-charge of computer resources, in writing through letter or fax by
the nodal officer or delivered, (including delivery by email signed with electronic signature), by an officer
not below the rank of Under Secretary or officer of the equivalent rank.

(6) The'nodal officer issuing the requisition conveying directions for monitoring under sub-rule
(2) shall also make a request in writing to the designated officer of intermediary or person in-charge of

computer resource for monitoring in accordance with the format indicated in such requisition and report
the same to the officer. designated under sub-rule (3).

(7) The nodal officer shall also make a request to the officer of intermediary or person in-charge
of computer resource designated under sub-rule (4) to extend all facilities, co-operation and assistance
in instajlation, removal and testing of equipment and also enable online access or to secure and provide
online access to the computer resource for monitoring and collecting traffic data or information.

(8) On receipt of requisition under sub-rule (2) conveying the direction issued under sub-rule (2)
of rule 3, the designated officer of the intermediary or person in-charge of computer resource desis. aied
under sub-rule (4) shall acknowledge the receipt of requisition by way of letter or fax or =iactranically
signed e-mail to the noda! officer within a period of two hours from the time of receipt of such raquisition.

(9) The officer of the intermediary or person in-charge of computer resource designated under
sub-rule (4) shall maintain praper records of the requisitions received by him.
= (10). The designated officer of the intermediary or person in-charge of computer resource shail
forward in every fifteen days a list of requisition conveying direction for monitoring or collection of traffic
data or information to the nodal officer which shall include details such as the reference and date of
requisition conveying direction of the concerned competent authority.

5. Intermediary to ensure effective check in handling monitoring or collection of traffic data or
information.— The intermediary or person in-charge of computer resources shall put in place adequate
and effective intemal checks to ensure that unauthorised monitoring or collection of traffic data or
information does not take place and extreme secrecy is maintained and utmost care and precaution is
taken in the matter of monitoring or collection of traffic data or information as it affects privacy of citizens
and also that this matter is handied only by the designated officer of the intermediary or persen in-
charge of computer resource.

6. Responsibility of intermediary.— The intermediary or person in-charge of computer resource shall
be responsible for the actions of their employees aiso, and in case of violation of the provision of the Act
and rules made thereunder pertaining to maintenance of secrecy and confidentiality of information or
any unauthorised monitoring or collection of traffic data or information, the intermediary or person in-
charge of computer resource shall be liable for any action under the relevant provision of the laws for the
time being in force. :

7. Review of directions of competent authority.— The Review Committee shall meet at least once in
two months and record its findings whether the directions issued under sub-rule (2) of rule 3 are in
accordance with the provisions of sub-section (3) of section 69B of the Act and where the Review
Committee is of the opinion that the directions are not in accordance with the provisions referred to
above, it may set aside the directions and issue order for destruction of the copies, including
corresponding electronic record of the manitored or coliected traffic data or information.

8. Destruction of records.— (1) Every record, including electronic records pertaining to such directions
for monitoring or collection of traffic data shall be destroyed by the designated officer after the expiry of a
period of nine months from the receipt of direction or creation of record, whichever islater, except in a
case where the traffic data or information is, or likely to be, required for functional requirements. ’

(2) Save as otherwise required for the purpose of any ongoing investigation, criminal compiaint
or legal proceedings the intermediary or the person in-charge of computer resource shall destroy
records pertaining to directions for menitoring or collection of information within a period of six months of
discontinuance of the monitoring or collection of traffic data and in doing so they shall maintain extreme
secrecy.

- VMRS - G114 K 415 111 A A ¢
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9. Prohibition of monitoring or collection of traffic data or information without authorisation.—
(1) Any person who, intentionally or knowingly, without authorisation under sub-rule (2) of rule 3 or sub-
rule (1) of rule 4, monitors or collects traffic data or information, or attempts to monitor or collect traffic
data or information, or authorises or asmstaany ‘person to monitor or collect traffic data or information in

the course of its occurrence or transmission ‘at any place within India, shall be proceeded -against,”

punished accordingiy under the relevant provisions of the law for the time being in force.

(2) The monitoring or collection of traffic data or information in computer resource by the employee

~ of an intermediary or person in-charge of computer resource or a person duiy authorised by the

intermediary, may be undertaken in course of his duty relating to the services provided by that

intermediary, if such activities are reasonably necessary for the discharge his duties as per the
prevailing industry practices, in conriection with the following matters, namely :— '
(i) instailation of computer resource or any equipment to be used with computer resource; or
(i) operation or maintenance of computer resource; or
(iiiy instailation of any communication link or software either at the end of the intermediary or
subscriber, or installation of user account on the commter resource of intermediary and testing
of the 'same for its functionality;
(iv) accessing stored information from computer resource relating to the instaltation, connection or
maintenance of equipment, computer resource or a communication link or code; or
(v) accessing stored information from computer resource for the purpose of —
(a) implementing information security practices in the computer resource;
(b) determining any security breaches, computer contaminant or computer virus;
{c) undertaking forensic of the’ concemed computer resource as a part of mvestngatlon or
. intemal audit; or
(i) accessing or analysing information from a computer resource for the purpose of tracing a
computer resource or any person who has contravened, or is suspected of having
contravened or being likely to contravene, any provision of the Act that is likely to have an
adverse |mpact on the services providcd ov the mtermedlary

{3) The intermediary or the person in-charge of comnuter resource and its employees shall maintain -

strict secrecy and confidentiality of information while performing the actlons as spec1ﬁed under sub-rule

(2).

(4) The details of monitored or collected traffic data or information shall not be used or disclosed by
intermediary or person in-charge of computer resource or any of its employees to any person other than
the intended recipient of the said information Under sub-rule {2) of rule 4. Any intermediary or is
employees or person in-charge of computer resource who contravenes the provisions of this ruie shall
be proceeded against and pumshed accordingly under the relevant provisions of the Act or any other
law for the time bemg in force.

10. Prohibition of disclosure of traffic data or information by authorised agency.— The details of
monitored or collected traffic data or information shall not be used or disclosed by the agency authorised
under sub-rule (1) of ruie 4 for any other purpose, except for forecasting imminent cyber threats or
generai trend of port-wise traffic on Intemet, or general analysis of cyber incidents, .or for investigation or
in judicial proceedings before the competent court in India.

11. Mamtenénce of confidentiality.— Save as otherwise provided in rule 10, strict confidentiality shall
be maintained in respect of directions for monitoring or col!ecﬂon of traffic data or information issued by
the competent authority under these rules,
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