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L. LI 18(31). — PRI TRBR YT HrenfihT 31feIfRM, 2000 (2000 BT 21) B &RT 70 & HT TERT (1), FRT I&<
AfRAT BT TANT PR U, ST HEeqqul FeT ST A s, cllep-1ll, S H7oq, 73 et 110067, Sifdp Iy
Tl ST O P SHET U FGT &, P Hecaqul Yol Jadia FLEvr & FEIT IERT Arser Arraon/3fifed
PRATE |

(1. F09(16)/2004-3.9 ]

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Electronics and Information Technology)
NOTIFICATION
New Delhi, the 16th January, 2014

G.S.R 18(E). — In exercise of the powers conferred by sub-section (1) of Section 70A of the Information
Technology Act, 2000 (21 of 2000), the Central Government hereby designates the National Critical Information
Infrastructure Protection Centre, Block-III, JNU Campus, New Delhi-110067, an organisation under the National
Technical Research Organisation, as the national nodal agency in respect of Critical Information Infrastructure
Protection.

[No. 9(16)/2004-EC]
R.K. GOYAL, Jt. Secy.

186 GI/2014 (1)
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SrfeRgeET
73 feeeh, 16 SFERY, 2014

AT.H1.F.19(37).- P TRDPR FoT HIEAfIDT T, 2000 (2000 BT 21) DY GRT 70% D ITLRT (3) P AT ST GRT
87 T IUUTRT (2) &b TUS () FRT YT AT BT RINT et gY FF=ferRa e a=mei 2, arefar:-
1. WfEmE 9 3R gRe— (1) [ AT @1 afdicd 99 e dlenfih! ([ wecaqul e ST T des 3R Bl ol
gTRreat & fde dr Afer) e, 2013 B
(2) I ST I ISP b1 Dbl TRRG I T BT |
2. gRMTE— (1) [3 it & ST T e TE afere 7 &, -

@) ot I GaaT Hrenfichr ST, 2000 (2000 BT 21) I &;

@) SUGH AR Y ST T GRT 2 Bl JTLRT (1) b GUS (S) H IRATT AR SUGDeT  AYDR A &

M  ffa e & st 6t arT 43% & TEIHRT (1) § aRTT FRIfAT Ferr ifa &,

(®&)  “HEdYUT G AT A AR Bl GRT 70 B SUGUS b TIEIHRUT H TR Hewaqul a1 g 31 &;
(®) HEEQU ey F W JacR AP &, ST I5g & foIg Heaqur € iR R arer s ar faemer & sy e,

di?jCHCN%II, ol TIRY ZITQ:I_’QEHI q—{&ll?lcgd ERIE| q\%’;‘ ;

@) R BFYER T HfcrehaT &er F AT bl &RT 703 BT SUERT (1) &b 7T IR AR BrISR T
SfcifehaT et SN &;

(®) “Teyadr ¥ T Hf T 2 6 SUURT (1) F @S () ¥ uR9Iig “qezad” 31 &;

@) e ABINAT I TS TRBR (ARDRT) 3R I AAHRvl, FAfT bl 3R qecaqur &= 3 Fffed el &
TS tferpRY AT 8, St arfifee Arser aifrenvur a1 Iaht [Br(HT T Sia +ff airaeae &1, Hecaqut FerT ST
IR i i gunferat & T & foTq i T, FeanT < SR FERIT UaT el ;

@) THD Fr F AT HE@YUT FeT AT T Fes AT I ARPRI 3R [Frebr it Bt qapeitedr il
I &, S Fecqqul GaT AaFTaT Dl FLET P fof Ao Fecaqul FeT g &b AT JHHh 3R AN F B
BT |

(2) 3 i 3 vgeh eres 3iiR sifrearfe ST AR TIYe et & o) AT+ 3 g &, &7 agl oref &1 Sif SR 9 & |

3. (1) Sy Hecaqul GaT St TR s e e (e ot TIASTSITEUIRT e T &) Hecaqul FET SR B
gur & I SAffRM BT gRT 70 $ 37el AR I Areet 3TfrpRur BRI SARRYfR fbu ST arel uer A § Ry
B |
(2) TS HEeqqUl GaT AT FLT Brsr AER Tpiieh] ST TG (TISIARSM) BT HIT B 3R TACIARS B
ERIIREARRET 2R
(3) IS FEwaqut FET SR TG B TRART it afed o & it i A aikerd avm | gt & uar
31 31 Al faror [Erebt derr[d oR reprfaret fdpar e |
(4) ISERT HEYUT T ST TV sk T & HIR<A 1T Hecaqul o1 AaeTa=T 81T ST fop &1 Tl b 3refl=T srergfarey
BT BISPR TRPR GRT FI-THI IR ATERIfI e ST |

4. I HEcaqul e SARHRET WA By D DR IR Peicd— USSR FEwaqui FeT G AU P B P 3R
Fie feferRad e, arerfer:-

(1) ST Heaqul GarT ST GGV s IS bl He<aqul el LT b GG b forq Tt Iurr ey & fory iy
AATSet TR b HF H BRI T |

(2) TSN HETaqul e ST T P ATLER ATTEBHTE, |TLER TRIR 3R 3 TRl b fakog Hecaqul FemT s
BT WA &H R P I W ATERITT: TG BT TR ORI & |

(3) SMERYFRT R & foTT SuYeh TRDR GIRT IFHICH & AT FEeayul YT g Ereepl Bl Tear BHreT |
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(4) atfraffa Fecaqul Gaar sEaET & fog ATlER JRaT WART &1 AHAT DR & folv TRBRI BT I THRD Aged 3R

TG UG T |

(5) I& =IATEIT AT b & o1 AT AR Reeie- e o Retfst=r SIFReebT @ fov Hecaqul e STadT &1

RIS TR GeRT P T, AR, JHICRT, TehavT, s 3R wfsararolt AT | Iy Heaqut et ST qumell &

G BT ATHRY STIcd 3 Heeqqul FeT SFeFLT bl FeT alel SATHBRUT T & |

(6) HEAYYT AT AT $ FLVT DT I IJUGh AISHTY AR R, Hep AU, FaTTH UGl Pl ATST PRy 3R HT0r

TghHI & IRHATSI  FETRIT bR |

(7) HEAYUT AT HAHLT b T & fTq IFeh TFaR-URIR 3R prif=aai & T U, =fiferamSherdr sfreber 3R eram

TRIEoT TR ST e |

(8) HeE<aqul T AAALDT P FLEU P foTT SFRRISET ARNSTRAAT b A1 ATUP AIGaf+1e & & IeirlT, Sferes TR 6 arer

HIE BU A PR PR b fIq pierel [Gebrd B 3R I ol 9 & forq FdI A1t dienficht & gor, qeanm d_d & for

SFTAEI 3TR fIDIRT AT 37T PRIBEATT BT, HETIT ST Afea (rRITERT H_T |

(9) HETAYUT FTHT ST b ALGT & foTq HTRI&TT 3R TR PRI IR HRAT 37T ST AT AT 8T RITIRIET 3R

SHTURT STFYERUTT e fapTy 3R Tifreror |

(10) FETIYUl FET LT b ALET P foTq I 3R SRR FEAIT HRIATRATIIIR BRAT 3R ST 1T PReTT |

(11) AR PFFER U1 fifshar &ef 3R R &1 o Gaild &=  PRIRG 31 W1 &b Bf-S o H qurenar & ormHel &

He<aqUl T SRR P GRar 3R dgferar Sifepar [Fameor valSeger & i feemfreer, wRreet 3k Gaeer a1 oiar-uien

ST SR T |

(12) TR PFRIER AU et TAT & H TIBIT 37 TG P ATF 85l T 1 HerraiT /i Tk |rlER semsi @ik s

LT BT ATEH-HH |

(13) HEcayul T SILT BT PIS TERT B DI RART 7 USSR Heeqqul JeT @1 T g FaT FFHa & 3R

AE<aqut &A1 AT FEcaqul FeT ST T b FEELH ToT S alel AT GaT G alel fhal Pl fFieer < |

5. eal SR Pl & frdeT $Ht AfT—

(1) () TERT HEAYUT AT AATEIAT ALGT st AT o I Heaqut 8T & FERIT sl ATUBTRAT, TRAT HFIER AT
mfkifepar Set 3R & T GQild &A1 5 PRIRT 3 TG P AT TS TN T G- H 370 BT DT T R
EICEIEARECES AUl

(@) GART AT FeIT3T B forog aTs ey Y ATeIfEeheT ATERUI: JTaRIEUT s F HTIfHadT o & fol @R & TR, HORAT,
ST fFrepry crerm el bt SueTserar iR Afer uR &, 3reffet -

(i) RGART AT HEIT I I FEeqqul FeT AT el Hewaqut Hifcrep AT a1ffes AT 31 JhT 81 Heel &
(i) FEcaYYl T ST & AT QMo TRHRT FHRT P BT &;
(i) ISERT HEcayul T ST b YT AR H &7 P TR &;

(iv) TSR HECTYUT T SaRAET BT U fafee & TR H B |
(2) ISR HEEqUT e AT G B b A1 FiD

(@) faft= wecaqul &= A FHlElT et SHftreRT ISR Fecaqul FemT Saaia-T TEU s b AT THR b T STIh AT
JUCTEET ATEHT BT YN HReh FIH T |

() I HEAYUT T SFIRTEIAT LGV Prsr I €T H 37 Tt fpedT Sercraiaa, 3R Sir g dF Hecaqur Jemr
TR T THTIAICT eBRa & AT &R Tl &, BT T IR A FEI o7 3R JuGeh ST T |

(M) ISR HEcaqul T ST A s BTN BB RUifET & foly 24X7 20 ST T |
(3)  ERT Fecayu FeT STAALDT ALET s — T 3R SFfhT
(@) I FEYUT G ATHET T P, KT ATt ABINAT 3R 37 Ayl iy [y & 7 drRiRe
PHGCR AU VATehaT &o &b b A1 FFT B A AN F Rl AT AAa-RTERT R 3R Feeaqul gaa
ST & ALEOT & fTT WA/ NI B T vy H ARG 3fR fIQSTaT o7 ARTE v |
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@)  QHIRR/EARTE g TR TR BT g9 H I8 i g FHI ok "ewaqul Guer s[EdiEer b & 5
R BFICR JATUT TfIfEhT Set b Bifviss FedT A faf=T qorenfRal &t ufifspar a1 wH-a e |

(M ERT FEcqyUT Yo SaET B, HecduT FeT AT P TG b foly $fthep SreT T AFIER iR THEr
& foTq Hecaqul GaaT gt T f[AffEse 3iR Paet It ATER T sgegears [ Jald e o arT
693 3IR T rerRgfer PRI e TTaerikT AbT |

(@)  He<aqul e AT S G B HASH B forq ATLER e P FaRET/ATCSY f$ihre B qerT s
e o foTg IS FEeaqut SraaiE T e T SRRaT(TlE IR TIT TCIATRET ST TiEh U I (IR BT 3
A UieETer Sfsparai/EEicat & 3R & |
6. e ARif—
@) IR HEaqul T ST e Bl MR Befedt 3R DT BT GRT A b forg Aifer vt iR Aecayel g
STARTET b ALV b XY kT SuTIT OR GRS & foTT Uep oRreefere ey gl |
(@) FeEdHR AT BT T frferRad I fieta 8R -

()  STETEASD AATEDR, TR - 3rege
() 78 IR T Tfcr=ifer -
(ny Rt @ Bma T & afaF e era)
(V) R FER {1 gfaffer - AT
(v)  [Erecifebr ofR e Htenfieht T a1 afffer -9
(V) T fOrqwT @t gty - AT
(VII) & SR ot afcrfAifey -He
vy FETREe, we-F - A5
(IX) IS Rei aRye Fierarerd &1 dfc=ifer -He
(X)  "ERES afarer a1 ufaffer - ge
Xy  forseme faost (3reuer gRT ATHISE) -
XIl)  TACRIRSN P ar ufcrffer - e
(XIl) ST R BT RIS - IS
(XIV)  Ferenfan fedt s wle ot ufcr=fer - Ty st
(XV) () JENT () FRIE e () Hecaqur & & Tferfifer - foory s
(XVI) 5T TRBRI P I (ABTPT P TR W) - Ty st
(XVIl)  HETfeereD, ISl Hecaqut o ST S g - ass

(T)  FATAUTRIT SFTAR AAEDR AT Dbl I3 BT |
(&) TAHIGTEOTEURT & PRIGR § TRk fpelt fIRIE e T THIe™ H7 & foly AeeadR AFfT Iu-AHRRT $T 187 -
P |

7. SR 3R fera—
ISR HEaqUT AT AT AT b [ THELIT TRPR P T 3R Hfeharait (8 SR SRt SiR ey 7 weanm

(SICTET T 3{UITEN) & fo1q FrfetRad I AedNT bl AHLHRIT SRIET R T -
(i) TIRBRY TG 3reraT e, T, fawr, sfvaor a1 Armfearehfe;

(i) R H T AR IR P R T,
(iii) FrTfereT fRreery qoIr ST i) e
(iv) far ar S fads

(1. F[9(16)/2004-8.3T ]
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NOTIFICATION
New Delhi, the 16th January, 2014

G.S.R. 19(E).- In exercise of the powers conferred by clause (zc) of sub-section (2) of Section 87, read with
sub-section (3) of section 70A of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby
makes the following rules, namely:-

1. Short title and Commencement.— (1) These rules may be called the Information Technology (National Critical
Information Infrastructure Protection Centre and Manner of Performing Functions and Duties) Rules, 2013.

(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions.— (1) In these rules, unless the context otherwise requires, -
(a) “Act” means Information Technology Act, 2000 (21 of 2000);

(b) “Appropriate Government” means appropriate Government as defined in clause (e) of sub-section (1) of
section 2 of the Act;

(c) “Body Corporate” means body corporate as defined in Explanation (1) to section 43A of the Act;

(d) “Critical Information Infrastructure” means Critical Information Infrastructure as defined in Explanation to
sub-section (1) of section 70 of the Act;

(e) “Critical Sector” means sectors, which are critical to the nation and whose incapacitation or destruction
will have a debilitating impact on national security, economy, public health or safety;

®) “Indian Computer Emergency response Team” means the Indian Computer Emergency Response Team
notified under sub-section (1) of section 70B of the Act;

(g) “Intermediary” means an intermediary as defined in clause (w) of sub-section (1) of section 2 of the Act;

(h) *“Nodal Officers” means officer(s) nominated by the appropriate Government(s) and its agencies, body
corporates, and other entities in the designated critical sectors, who shall inform, cooperate with and
support the designated Nodal Agency or its units as and when required for the protection of Critical
Information Infrastructure and associated protected systems;

(i) “Technical Centre” means technical units of the National Critical Information Infrastructure Protection
Centre or critical sector(s) or of the appropriate Governments and its agencies, which shall work cohesively
in synergistic manner with the National Critical Information Infrastructure Protection Centre for the
protection of Critical Information Infrastructure.

(2) Words and expressions used in these rules but not defined and defined in the Act shall have the same meaning as
is assigned to them in the Act.

3. (1) National Critical Information Infrastructure Protection Centre (hereinafter referred to as NCIIPC) shall be the
national nodal agency designated under section 70A of the Act in respect of Critical Information Infrastructure
Protection and shall function at the address to be notified.

(2) National Critical Information Infrastructure Protection Centre shall be a part of and under the administrative
control of the National Technical Research Organisation (NTRO),

(3) National Critical Information Infrastructure Protection Centre shall function on a twenty-four-hour basis on all
days of the year including Government holidays. The address and other contact details of NCIIPC shall be
published on its website.

(4) National Critical Information Infrastructure Protection Centre constituency shall be the Indian critical
information infrastructure as notified by the Government from time to time and excluding those notified under the
Ministry of Defence.

4. Functions and duties of the National Critical Information Infrastructure Protection Centre.— The functions
and duties of the National Critical Information Infrastructure Protection Centre shall be the following, namely:-

(1) National Critical Information Infrastructure Protection Centre shall function as the national nodal agency for all
measures to protect nation’s critical information infrastructure.

(2) The National Critical Information Infrastructure Protection Centre shall essentially protect and deliver advice
that aims to reduce the vulnerabilities of critical information infrastructure, against cyber terrorism, cyber warfare
and other threats.

(3) Identification of all critical information infrastructure elements for approval by the appropriate Government for
notifying the same.
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(4) Provide strategic leadership and coherence across Government to respond to cyber security threats against the
identified critical information infrastructure.

(5) Coordinating, sharing, monitoring, collecting, analysing and forecasting, national-level threats to critical
information infrastructure for policy guidance, expertise-sharing and situational awareness for early warning or
alerts. The basic responsibility for protecting critical information infrastructure system shall lie with the agency
running that critical information infrastructure.

(6) Assisting in the development of appropriate plans, adoption of standards, sharing of best practices and
refinement of procurement processes in respect of protection of Critical Information Infrastructure.

(7) Evolving protection strategies, policies, vulnerability assessment and auditing methodologies and plans for
their dissemination and implementation for protection of Critical Information Infrastructure.

(8) Undertaking research and development and allied activities, providing funding (including grants-in-aid) for
creating, collaborating and development of innovative future technology for developing and enabling the growth of
skills, working closely with wider public sector industries, academia et al and with international partners for
protection of Critical Information Infrastructure.

(9) Developing or organising training and awareness programs as also nurturing and development of audit and
certification agencies for protection of Critical Information Infrastructure.

(10) Developing and executing national and international cooperation strategies for protection of Critical
Information Infrastructure.

(11) Issuing guidelines, advisories and vulnerability or audit notes etc. relating to protection of critical information
infrastructure and practices, procedures, prevention and response in consultation with the stake holders, in close
coordination with Indian Computer Emergency Response Team and other organisations working in the field or
related fields.

(12) Exchanging cyber incidents and other information relating to attacks and vulnerabilities with Indian Computer
Emergency Response Team and other concerned organisations in the field.

(13) In the event of any threat to critical information infrastructure the National Critical Information Infrastructure
Protection Centre may call for information and give directions to the critical sectors or persons serving or having a
critical impact on Critical Information Infrastructure.

Manner of performing functions and duties.—

(1) (a) The National Critical Information Infrastructure Protection Centre shall essentially undertake its task and
discharge its responsibilities in close association or coordination with the respective nodal officers of the
critical sectors, Indian Computer Emergency Response Team and other organisations working in the field or
related fields.

(b) Prioritisation of actions against threats or vulnerabilities shall generally be based on the type, severity,
affected entity and availability of resources and the methodology for prioritization in descending order shall be
as follows, namely:-

(6)) the threat or vulnerability could result in significant physical or economic or other damage to
the national critical information infrastructure;

(i1) Government property covered under critical information infrastructure, is in danger;

(iii) a significant number of sector(s) of the national critical information infrastructure are in
danger;

@iv) a particular sector of the national critical information infrastructure is endangered.

(2)  Communication with National Critical Information Infrastructure Protection Centre

(a) The respective nodal officers in the various critical sectors shall communicate with the National Critical
Information Infrastructure Protection Centre using all appropriate or available means of communication.

(b) The National Critical Information Infrastructure Protection Centre may also take suo moto cognizance of
any vulnerability/threat that comes to its notice and that affects, or can affect, the nation’s Critical
Information Infrastructure, and initiate suitable measures.

() The National Critical Information Infrastructure Protection Centre shall maintain a 24X7 help desk to
facilitate reporting of incidents.

(3) National Critical Information Infrastructure Protection Centre — Operations and Response
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(a)  National Critical Information Infrastructure Protection Centre shall, in conjunction with the respective nodal
officers and other agencies like Indian Computer Emergency Response Team working in the field, issue
advisories or alerts and provide guidance and expertise-sharing in addressing the threats/vulnerabilities for
protection of Critical Information Infrastructure.

(b)  Itshall, in the event of a likely/actual national-level threat, play a pivotal role and coordinate the response of
the various stake-holders in the area of critical information infrastructure in close cooperation with Indian
Computer Emergency Response Team.

(c)  For protection of critical information infrastructure, the National Critical Information Infrastructure
Protection Centre may take recourse for monitoring and collection of traffic data in accordance with the
provisions of section 69B of the Act and the rules notified thereunder specific to critical information
infrastructure and relevant to their cyber protection needs only.

(d) The powers to the National Critical Information Infrastructure Protection Centre for
interception/monitoring/decryption and blocking of cyber information for the purpose of protection of
critical information infrastructure shall be in accordance with the law and as per the Standard Operating
Procedures/modalities to be jointly developed by Ministry of Home Affairs and NTRO.

6. Advisory Committee.—

(a) There shall be Advisory Committee to advise the National Critical Information Infrastructure Protection
Centre on policy matters and measures relating to the protection of critical information infrastructure to
enable it to fulfil its mandated role and functions.

(b) The Advisory Committee shall consist of the following:-

@) Chairman/Scientific Advisor, NTRO - Chairman

(i) Representative of Ministry of Home Affairs - Member

(iii)  Representative of Ministry of Law & Justice - Member

(iv)  Representative of Department of Telecommunications - Member

) Representative of Department of Electronics & IT - Member

(vi)  Representative of Department of Expenditure - Member

(vii)  Representative of Ministry of Defence - Member

(viii) Director General, CERT-IN - Member

(ix)  Representative of National Security Council Secretariat - Member

(%) Representative of Cabinet Secretariat - Member

(xi)  Subject/Domain Experts (Nominated by the Chairman) - Member(s)
(xii) Two Representatives from NTRO - Member(s)
(xiii) Representative of Intelligence Bureau - Member

(xiv) Representative of any other Ministry as and when required - Special Invitee
(xv)  Representatives from (a) Industry (b) body corporate - Special Invitee

(c) Critical Sectors
(xvi) Representative of State Governments (by rotation) - Special Invitee

(xvii) Director General, National Critical Information Infrastructure
Protection Centre - Member Convener

(c) The Advisory Committee shall meet as often as considered necessary.

(d) The Advisory Committee may constitute Sub-committees to address any specific issue relating to functioning
of NCIIPC.

7. Research and development.—

The National Critical Information Infrastructure Protection Centre may seek collaboration and support research
and development (direct or indirect) in accordance with rules and procedures of Government in this regard from-
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(1) Government organisations or bodies, institutes, Departments, agencies or societies etc.;
(i1) institutes of eminence within and/or outside India;
(iii) body corporates and industry associations; and

(iv) subject or domain experts.

[F. No. 9(16)/2004-EC]
R.K. GOYAL, Jt. Secy.
srfergasT

o

¢ feeef, 16 SFAY, 2014
AP, 20(37).- P=1T TSR FeT TS 1R, 2000 (2000 BT 21) B GRT 7037 DI ITLRT (5) b AT Gl

GIRT 87 T IULRT (2) & TUS (I) FRT UG 2TfhAT BT FRANT et gY FAferRaey e el 8, areifar:-

1. Wféw 9 3R aRe— (1) [ FrEl @1 |fdied 9 e dienfidl (TR $RgeR SimnT aiifhar & 3R Rt ik
grfyear & ferdeT &t dfer) P, 2013 &1

(2) T IS F I TP I TR A gl 81T |

2. RN — (1) (3 T & St o T&f arerm i aférd 7 &, -
(@) “SHTRET I A Hrenfichr AR, 2000 (2000 BT 21) T &;

@)

(m

(S1)

“FFICR FEIUT I T HrEfiehT TR, 2000 T &RT 43 (i) F TR HFRIER TEYUT ST &;

“HFRIER AT Hfcrehar I ATLER IR STUTADIS b SR FH PR, FAhISH [T TeT HegeR HaTQ [HRTT <,
FereTai IR TeRT & Gl afRITHeTiRI AT 3R |ATER GREM § GUR A H FERIAT &b fo1q JaT bl IRre]
AT AP &;

“FFRIER FEIE F a1 ST TR, 2000 B &RT 2(1) (€) H TRIT Prges T Ihnd §;
PFRIE R&M T I ATLER JRaMT TS AP &;
TR R I e U fiehT SR, 2000 DT ART 2(1) (@) H FAT GRS ATLER GRer 1P &;

“FTER g & $Is gR<fD AT FHIIT Hfcigpet T AP & R Ty, Jeai-sT a1 [drecifie et qourterT,
Rerait B eqd o BT+ gl ATt~ oI i &l o Hecaqui et creiT JaraT Bl Ty STOuRTer AT SeeTeR 81 AT ey
&I I 8, D Bereasy 3R Ugt] HdT Bl JATEl AT §TelT, BT AL T SFTeipa IUANT, HTerbR &b famT
ST AT G URE, IT AT Teb GREM DT TR, ST < [T T &y TGHIFT, USSR 3refegaeell IR THRIcHeD T4
7RIS b GR&T A BNl &

“HT[ER Rar e | ATlER R A GEibky P1$ arfde srr@r FHifad ufcrper g sifmd & Ry arfere ugt)
T DY HATET QT FqY, FeT P FEIE 3rrdT HUSRY b oAy febelt HReR ANt &b SFferepe HANT Sferar SeT A
GREf, TTAIBIR < AT G U = &b TRUITARERT I GRAT Afer & [8aref SrerdT Tuse T SeeTl Blel & |

~7[ER Grar Al foredt erepfer o a1Reied 1R arRfar FeafeaT AT foedt eRiex e o STRIarT e &l Jueteerd

T SFTRIEpT TTYUT AT SFferepe] SUART AU &;
HETHRID” A ARHT BRI STUTT TihT &l T HETo2Teh ST &;

“RETY HFIER YT Tfifehar et I SR bl €1RT 70(F) T IU-GRT (1) P i T HRe T HFIex TUT
gIfehaT ot TP &;

TR H AT HTSIDT AR, 2000 BT ERT 2(1)(v) F ARV FeT A &;

“TET GRET TOTTferdl” I ATLER JRa Hera [FR Seettinail [T =T e $ Ieed A GREM il 3R AT &1
PRI AP &;

RIS HecqqUT T AATT GG s~ A JATRH T gRT 70(F) T IULRT (1) < AT LA Hewaqul Jaan
STAAET bl AT b foTq IS Arset JATHPRUT AV &;

“TREIT T AT 3R BFICY FATE bl & & 1079 Hel e Tl 112 3R Tl STfde &;
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(@) “Herr I fbdll Pregex Altredar TEig ¥ HivE GRIET AT SRR 37erdT AR S SImd & et oo fosan
ST TeheT & 3R ooy LT St & Soi1g I7ep Tiftigpet AT fafS=T rRieur iR I Us ehal & |

(2) [ et o vgeh 91es; SR arfreafer it aRHTie T8t € eifebT fofme srferfeiam 3 aReifde febam am €, a1 el aref &1 Sit Seet
SRR |

3. afRIfT— AR HrgeR T wfdfehar a7 (FRY s ward 3 o=t 4 -3 aer w1 8) (et oik g senfihy
faT, FEIR iR o Senfih! 7T & T o iR “[rarci-ra fiohaT, 6, HIStal Hircetad, dlal 1, T3 el — 110003 7
rafReerd &1 |

4. AT R— - [Grarcifet 3fiR e Hienfieht T, TR 3R Gaa stenfieh! wi T U SLERT 3R [Frep A= 8r |
5. 24- < YR TR B HRAT— FE-[F TRBRY T2 37 Gl & AT et af & el oAt F 24-u&ord o ok 9<-1 a1 aidh
faa=or 3t eRamld www.cert-in.org.in TR FeeTi3Td fapam ST fORY STHI-A7 UR 3TEIa 3T ST |

6. AATEPR ARIfT— T FeTTedR Aifr d¢-[F BT ATER GRem I FERid i & Fmelt 3R Farai ¥ |etre S i I8 srferefer
a1 3R Fiel T ORT BT A TH &l | FEATEDR AT T TS (FR=ferRae 3 et &1 :

(1) Sfa, [aciehT 3iR et Senfier e,

(1) &7 AT BT Afcrer AT,

(1) 778 T T Tfcrf=ifer AT,

(Iv) fafer 3R =amer wHieRy ot farf=ifer S,

(V) R ER {1 gfcrffer T,

(VI) <o Rei uiRee Afrerery @ afaffer AT,

(VII) TSI FEeqquT GaT SHeFERT T s BT Hfcrifer IS,
(viny [ Cidiege 3i Al #leiide o afaffr S,
(IX) WWW@@WWJ@WWWW@W@@WW%WWWW@
(X)  JorTauferd foed 3 FHTRTT o Hfcr=ifer farery s
(Xl) T TSR P I (BT b TTER W) faeny s,
Xl AT, -3 ...  Og aies

7. BRIET— I-[F 1 PRI ARy A1lER FHer 8 |

8. W3 & Beied IR STRIca— HRAFH 6T a1 70 W F renfafed b wrf &7 | 78 ATLER JRar srerai @ arfehar & forg A §
ATER RAhTSAT (@ T fererat arfirepur 3T Fwa-aar oR (3 <1 10 bl &¢-[3 oR @Ry e SR |rlER gRer gerat [ Siikew @t
H BT P JUI BRITTeeret R H <2 H ATLER SRAThTaT B HeTIelm b |

9. AN— Fe-[F amuaa: fF=feiRaa SamEE™ avm—

o 7[ER gRa et Y 3rfeha;
o T[ER e e B At 3R frawur,
o TSR JRAT EeHTAT Bl freiwur 3R SO ST

® 7T YREN AT SR 3N
o T[ER YRam & & H STReehal IR et g,

o R 10 3R PRI 11 & ST (2) & 1 31 aTel T & foTg daeidht STHaRT & forg ufdreror srerar ST
I,

o T[ER Ra A Yerrai B LB OR eyl drichetrdl & TN AT(ER TR T TheHL
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10. TUrETY — J-[F GaT TR I/H AFERT SR TERIAR 3R @rer & |1lER JRem gerei @ srfhar ok Fawe & forw
frrferRRae qurentat & |l 7R AETIT HTH DT, ST —

(@) VTR HrIER T FRifpar T,
(@) weadt,
(M e Iored qem S e,
(®) S,
(S) RaM I<UTET 3R Jaratt Efed G HieifiehT Scarar & fashaT;
(@) Sferp FEIH, SFITFE 3R PRy |G,
() GREIT TAT DI Heici SAHDRUT;
(S = a1 et 1 Fs;
(3) STARTSERT BFRICR AT HAfShT S, FERIR faereet F;
(37) HECIYUT BT SFARTTRT & FREUT & foTu TeTi 3AfHeprr;
() SRTHR forrT
11. R 3R wferarg
(1) TreATNY FY oA SR AERIAT BT FR—

(@) -5 Ot et arlEv e aree G ElER sreret [ Gemer ey St <or ¥ et 8 a1 R afed & df wHieT 8
oIfehT FE-[F RT &1 TS FERIAT BT TR =T $i e U1 THRAT, wfad e, aft Ry srerar aftat & &8, PR &
TG, ATt e ol S iR G- & U I G Iucted TEig UR STeT-3feT 81T, JefT A AHa w1 e
P 3R STRT a1 T fpedt &ffcr AT BT T AT R b Fe2d A JATAHEH HH A B T H S fehaT YT bl ST | SFeRIET o7
o elleg fefetRa srerfiendral Bl <R e fFrRife fby SiTeii—

(1) ATER gRam geara BiR |1(ER geHTaiT Bl R /1 i i JREM Pl G,

(Il) SHAIT Tcad FTFT Al QTSI el SEFLIT b 9T § THIR Tepfer T Ar(aR g derr ArlER Jram
G [FRY e T FTET, T b iRt FTEY, geis, Hreyex FESur thefl=);

() SS-UHTT &R AT IR-IR T dTelt BT SRY T aI_1, PrIex T 3 gqus, Ja-1(al &l e e afe;
(V)  SgYRIERIT JUMerit OR ST 4RI & SRt @Il & 1 BS-BTs;
(V) SR i e B STetTaT SIeHTaiT B St T IehT T THIRAT oI HIAT & STRIR rifoiesdT & S |

(@) TE- 13 |1lER e gerel St w5 4§ e & g yifad el T Sfehar Tar &R 3R JeT eI Feriar Jer
R DT IR BT AT PHICR FEIGT T GREM T T M PrICR FEIGT P T T 8T |

(2) FEANT Ug urierY — wE-[3 FreafeRad & drer TeaiT dm—
() |TLER GRa T3 Bl Ra 31k Sebt Sfehar A fARIst &1 7 <2 o iR oI <27 o aTeR & TS,
(Il)  ATERORT: ST G, SITEIAR STORTIYE ST SRS Ueha S 5 ol TG,
() Aferep FET, T FeTaT oI ST SR IRy FE;
(V) g faRI sreraT gl & &8 |

(3) WE-3T P AT WUD SR JFRIATH— qurerRy 31k ST S, tha, -9, 1 TAT S Tl Are! I 9S-[F & arey i
PR DG & | I R (et qerald & ST Sy Ufeharatt B TR fépm ST |

12. 9S-39 & TATAT—

(1) SIS Y ITEAT ST, TGN R AT BT FAR-IAR— A1 (&R GRET T3 B el &l v a7 b forg -3 wRepr 3R
3 ATeST+ep it b it wfee aft it o 24 e Rep e SRfhaT 8T b BT HelTer B |

(&) EICTSAT Y T ST ATLER YRa T3t BRT Tl IS eafeh ey, wild ar et Feprr erer &bt e we-[3 o1 <
el & | SITEH Rifed SR A1lEk gRam seeh [ YR S IR ¥ drarg o Fenefiy G- @ Ruré srar sifar
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BT | [T USTaT, Hedad! ScT drg 3R 7R fSerr g 8 a7 &= & 31 & Jeifod 9 & 3ex @bt SRt a&-F
BT T FORRY b 9T I RATS &Y ST I |

7[R R st B IR R bl ugfer 3R HIReY, NerdT bt e SR FHIE, TS UG vfsharatt Bk arlEv gRar
T o b TR b IR F feRer @E-[F B 9qarld www.cert-in.org.in TR FBTRIT AT STET 3R S HI-AHT R
SFETCTT T ST |

(2) -[ wecaqul & & TN &Hell, HerdT qoIT FHTe & Qb HId GaaT o1 IS Fecaqul o Aadia-T G b B
AT HATETH-HET DT |

13. ST BT THST.—

(1) FRAIKTT FHERT & AT T 3R AU Hied] &b (e P SRM qE-[5 aeT-o1erT @afhal, FidAT sk eregex e 4 |rlEsk
RaM TreTal B FElBkT et U RS ST IS BT | GE-[F JaaT $ TpeT b R  qEH ARG <A 3R Ry -
fawes sl & P i, T aTer HX 3R [ PR DT FeT dF MU 1Y G o oIy Feiiferd A a9me s iR
SR STTEDNT |

(2) -3 AR e IrITerd hf T foTReT ewfr AT TRl & fT fobit Gt et a1 SibeT el et Ty TR srerait Bk
TER JRam GRT v et <afh, cafoRdl & e o WG ST gar sl 81 | -3 e IR <Jrirert $f T foriad
BN AT 31T &b (3T (R HepR T T T JRaT & folT SuYch SURT BT 3R FeT H HHER i, fral & g qei Fildr
&1 gEaT iR [3r AT(ER FRar Te1ai Bl @ &7 U T8l dX |

(3) -3 A1ER gei @R |TER qRem el @ R SR FaRer Jor SreddT B g1 S B TAISH A AT ST df
ST & GRETT FICI3T BB A1 Hg <, ATLER JRET IR &b IR H STbRT < Tl & 3R [FepT HepeT &R FhalT & |

(4) R 13 & JUFRA (1), (2) 3R (3) 7 TT ITaRT & fFarr FE-(3F & foly TR T FETAT, TR BT T, ¢ DT JRaM, faen &
Ty T AT AP AT FERT JURTE = b fo1q IR 1 I ey AT <9 A ATER JR&M o o f&a 7 qurenRay ot auft
I T T T Maed e AT e & FaerT & |

14, 3IFTRRT $Y &1RT 70 (@) Y SU-2ITRT (6) F TR FIAT TRMT, Hefeal BT FeieT iR SuTerT—

(1) IRISR—E-[H BT D1S ATYBRY RRIPT ¥h TR AR P IU-AYT b ¥ I 3T 7 &1, AR $HT &RT 70(F) HT STERT (4)
& e & foft e yerrai, Heaafiy, Ser g, Frfie Feprat aerm foedt s eafth I G Al |

(2) |- 3, e drenfier srferfm, 2000 3R qeei siRRyfad Mzt @1 |rlER GRam & fory Sfthe S1er I Amiest 3R B &1
T of TP |

(3) T SR R b forq 7ot - (3 gRr Al et g iRt srafer 3 SR e g B & feTq 991 1T 0 & rer s
SO ¥ SRR 2T ST |

(4 ) RTEAT AT G AT SR PR BT &1 —J-[T o1l o0 & exctreiRe $-9e1, therd AT Uliepd STeb GRT e ARG | &I
E-[F ot fopedl SoRgh IR ATear SR Srhlar U ¥ exclreiRe -4, e, Ut Sieb WA, IS haet drvee f$eh a1 s Paet
fefSreet axferlr foem, ad-[3 aRT ST by SR =T W FiRAT & SR 0R IR 1 ST | 1T fob e 17 o ol fosar
T &, TE-[F (39 s e & fofu 31o AR R Ueb RFErT 31els Jfaer Her o Tl & |

15. AT & g frieer— i &7 a1 70(%) B STeRT (6) H ff 721 vew AR (et st firepr ok aeiedl &
SFTERT & 3R 27 7 FeT IR bl ATLER YR I P e A HeIieerd, Fe-[F Jar verarsit,[Hegafca, Ser Fwai, Frfa
ferprr o fheft o/ afh T AT a1 IR IR R & foTg faeit STy @1 A ST @R Ao RTAeT Yo ART IRBR $
e & e TR &7 7 87 | JIuTer & forg U et a1 orel [draif+ep svcmeRgat s-Hef, thasy a1 ahilepd ST I IRT Y ST
@ FETAT, Hede, ST s, PRI ey i 318 o1 @feh (¥ SbR & 31l AT URTHIT T UTer T 3R T a1 el &
SR feraffe aw o qer ARy & -3 1 Jfea o |

16. STTUTE RUIE— T 3FaTe P ST U fovell da s, [Hegafca, Ser eal, Pt Ferr sk o=y fpdt @afh & arr
wm%ésa@ﬁé&ﬁ%ﬁwﬁ%ﬁw%wﬁﬁﬂmmm@ﬁ%ﬁzﬁwﬁﬁ%@ﬁzTé:ﬁéb“uﬂa?@r
SFIUTE T AFHRY < Y TS PF ST RUIE TR T |

17. Aud fig— I<- [ & wrer i e & fo1q e yera, Hegacd!, Sei b 3R PR e e aid g iafia oy | ai [(g]
3 T e 9E-[3 @, @E-[F R FiRa 6 10 ared 7 St e ofR FE-a IR S SE AT ST | T IS S
3R TP AT & 2T T by b forq |- [F & it Iebr T ok St il g B aer favar S |

18. IUTERT ¥ fFraeaT — 99 14 & el STFDRY H1eT B b o1y oY T e b FEHL SriuTer & Tt Hreer 3iR 71 15
< ST SFTUTET & foly STRY Ficker fFrm 19 3 ST e YrfdeiesT AfAfer et et febu Tl
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19. qAfetie wfifr —
(1) Fer=ifeTRa a1 qAfdetieT ey o foTq dher TReR GIRT Ueb Grfdeiiept AfAfer TS el SHTeett -

(@) R 14 % 31l TFBRT T a_eT & foTT HaT veTaren [Fegafda, et dal, Frfaa fHerit iR 3 fod) cafth & =R
BT SFIUTE;
() FoRIT 15; & 1T Jar yermei,[Fegafiar, $er desi, e e sk o it <afth T SR et a1 sFguTer,

(M) W 1 FHfSse Jar veraren [Hegafcr, Ser dar, R Farr ok ot ara cafts T FRM 15 & 3reie faffise Tamafer
& IR 2T T SFUTET AT DT &RT 70% B STHRT (7) & ST STURTE HIHT ST |

(2) gAfdee At frforRad & e awfh.—

() wfra, [Erercifebr 3R e drenfidht famm ... JTETH,;

(1) |gFT afem, R ok = wi ... &,

(INl) T ARG R T 1S MBI, SREIR T ... IS,

(V) Tl afmE, T Fk ... O,

(V) I8 9 (ATLER I 3iR $-gra), [Grercifieht 3R e sienfieh! famr ... ICH- Tl

QAfdelierT AR T d3e SATGBATIIR ST 8l |

20. frett & ST & forg SRars— FRIT 16 & 37ef Yaterd Tkl SrRrBRY GIRT IR SuTer RUIE & SATER W R 19 &
3TeT gAfdelierT AT o U Fer & SR R HeTieere, dc-[3 @ St Bl gRT 70 () Bl ITERT (8) A JARSUa T 3R

AT & FHET Rt BT b foTq fopedt rfRrepRY T STfRrepet T |

(1. T[9(16)/2004-3.3f1]
NOTIFICATION
New Delhi, the 16™ January, 2014

G.S.R 20(E).- In exercise of the powers conferred by clause (zf) of sub-section (2) of section 87, read with
sub-section (5) of section 70B of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby
makes the following rules, namely :(—

1. Short title and commencement.— (1) These Rules may be called the Information Technology (The Indian
Computer Emergency Response Team and Manner of Performing Functions and Duties) Rules, 2013.

(2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— (1) In these rules, unless the context otherwise requires,--

(a) “Act” means the Information Technology Act, 2000 (21 of 2000);

(b) “Computer contaminant” means computer contaminant as defined in section 43 (i) of the Information
Technology Act, 2000;

(c) “Computer emergency response” means to coordinate action during cyber security emergencies, provide
incident response services to users, publish alerts concerning vulnerabilities and threats, and offer
information to help improve cyber security

(d) “Computer resource” means computer resource as defined in section 2(1)(k) of the Information
Technology Act, 2000;

(e) “Computer security incident” means cyber security incident;

(f) “Cyber security” means cyber security as defined in section 2(1)(nb) of the Information Technology Act,
2000;

(g) "Cyber incident" means any real or suspected adverse event that is likely to cause or causes an offence or
contravention, harm to critical functions and services across the public and private sectors by impairing
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the confidentiality, integrity, or availability of electronic information, systems, services or networks
resulting in unauthorised access, denial of service or disruption, unauthorised use of a computer resource,
changes to data or information without authorisation; or threatens public safety, undermines public
confidence, have a negative effect on the national economy, or diminishes the security posture of the
nation;

(h) “Cyber security incident” means any real or suspected adverse event in relation to cyber security that
violates an explicitly or implicitly applicable security policy resulting in unauthorized access, denial of
service or disruption, unauthorised use of a computer resource for processing or storage of information or
changes to data, information without authorisation;

(i) “Cyber security breaches” means unauthorised acquisition or unauthorised use by a person as well as an
entity of data or information that compromises the confidentiality, integrity or availability of information
maintained in a computer resource;

() “Director General” means the Director General of the Indian Computer Emergency Response Team;

(k) “Indian Computer Emergency Response Team” means the Indian Computer Emergency Response Team
set up under sub-section (1) of section 70(B) of the Act;

(1) “Information” means information as defined in section 2(1)(v) of the Information Technology Act,
2000;

(m) “Information security practices” means implementation of security policies and standards in order to
minimise the cyber security incidents and breaches;

(n) “National Critical Information Infrastructure Protection Centre” means the national nodal agency for
protection of Critical Information Infrastructure set up under sub- section (1) of Section 70(B) of the Act;

(o) “Security policy” means documented business rules and processes for protecting information and the
computer resource;

(p) “Vulnerability” means the existence of a flaw or weakness in hardware or software of a computer
resource that can be exploited resulting in their adverse or different functioning other than the intended
functions.

(2) Words and expressions used in these rules but not defined and defined in the Act shall have the same meaning
as is assigned to them in the Act.

3. Location.— The Indian Computer Emergency Response Team (hereinafter referred in these Rules as CERT-In)
shall function at Department of Electronics and Information Technology, Ministry of Communications and
Information Technology and shall be located at “Electronics Niketan”, 6, CGO Complex, Lodhi Road, New Delhi —
110003.

4. Authority.— CERT-In shall be a part and under the administrative control of the Department of Electronics and
Information Technology, Ministry of Communications and Information Technology-

5. Functioning on 24-hour basis.— CERT-In shall function on 24-hours basis on all days of the year including
Government and other holidays and the contact details of CERT-In shall be published on its website www.cert-
in.org.in and are updated from time to time.

6. Advisory Committee.— An Advisory Committee shall advise CERT-In on policy matters and services related to
cyber security to enable it to fulfill its mandated roles and functions. The Advisory Committee shall have the following
composition:

@) Secretary, Department of Electronics and Information Technology ...Chairman;
(i) Representative from the Ministry of Defence ...Member;

(iii))  Representative of the Ministry of Home Affairs ... Member;
(iv)  Representative of the Ministry of Law and justice ....Member;
) Representative of the Department of Telecommunications ....Member;
(vi)  Representative of the National Security Council Secretariat ....Member;
(vii) Representative of National Critical Information Infrastructure Protection Centre ... Member;

(viii) Representative of Indian Institute of Science (IISc), Bengaluru .... Member;

(ix)  Representative of an Indian Industry Association, selected by yearly rotation
amongst different Indian Industry Associations, without reappointment from
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the same Industry Association having a representative on the Council in the

immediately preceding year ....Member;
x) Representative of any other Ministry as and when required ...Special Invitee;
(xi)  Representative of State Governments (by rotation) ... Special Invitee;
(xii)  Director General, CERT-In ....Member Convener.

7. Constituency.— CERT-In constituency shall be the Indian cyber community.

8. Functions and responsibilities of CERT-In.— CERT-In shall have functions as prescribed in section 70B of the
Act and those which may be assigned to it from time to time. It shall function as the trusted referral agency for cyber
users in India for responding to cyber security incidents and will assist cyber users in the country in implementing
measures to reduce the risk of cyber security incidents.

9. Services.— CERT-In shall broadly provide following services:—
® response to cyber security incidents;
e prediction and prevention of cyber security incidents;
e analysis and forensics of cyber security incidents;
¢ information security assurance and audits;
e awareness and technology exposition in the area of cyber security;

e training or upgrade of technical know-how for the entities covered under Rule 10 and sub-rule(2) of
Rulell;

e scanning of cyber space with respect to cyber security vulnerabilities, breaches and malicious
activities.

10. Stakeholders.— CERT-In shall interact with and seek assistance from the following stakeholders to collect, share
and disseminate information and also to respond and prevent cyber security incidents, namely: :(—

(a)  Sectoral Computer Emergency Response Teams;
(b) Intermediaries;
(c) Internet Registry and Domain Registrars;
(d)  Industry;
(e)  Vendors of Information Technology products including security products and services;
(f)  Academia, Research and Development Organizations;
(g)  Security and Law Enforcement Agencies;
(h)  Individuals or group of individuals;
(i)  International Computer Emergency Response Teams, Forums and expert groups;
(G)  Agency engaged for the protection of Critical Information Infrastructure;
(k)  Department of Telecommunications.
11. Policies and procedures.—
(1) Types of incidents and level of support.—

(a) CERT-In shall address all types of cyber security incidents cyber incidents which occur or are expected to
occur in the country but the level of support given by CERT-In will vary depending on the type and severity of the
incident, affected entity, be it individual or group of individuals, organisations in the Government, public and
private domain, and the resources available with CERT-In at that time, though in all cases a quick response with an
aim to minimize any further damage or loss of information to the affected entity will be made in a shortest possible
time. Resources will be assigned according to the following priorities listed in decreasing order:—

@D threats to the physical safety of human beings due to cyber security incidents;

(I)  cyber incidents and cyber security incidents of severe nature (such as denial of service, distributed
denial of service, intrusion, spread of computer contaminant,) on any part of the public information
infrastructure including backbone network infrastructure;

(II)  large-scale or most frequent incidents such as identity theft, intrusion into computer resource,
defacement of websites etc.;

(IV)  compromise of individual user accounts on multi-user systems;

(V)  types of incidents other than those mentioned above will be prioritised according to their apparent
severity and extent.
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(b) CERT-In shall endeavour to respond and present information and assistance to the affected entities to deal with
cyber security incidents as appropriate and the ultimate responsibility of the security of the computer resource
shall rest with owner of the computer resource.

(2) Cooperation and collaboration.— CERT-In shall collaborate with:—

@D organisations within and outside the country engaged in the specialised areas in protecting and
responding to cyber security incidents;

an organisations engaged in collection of intelligence in general, law enforcement, investigation and
forensics;

(III) academia, industry, service providers and research and development institutions;
aIv) individuals or group of individuals.

(3) Communication and authentication with CERT-In.— The stakeholders and public at large can communicate
with the CERT-In through communication systems ranging from telephone, fax, email and postal letters. The
appropriate procedures will be disseminated through its website from time to time.

12. CERT-In operations.—

(1) Incident reporting, response and Information dissemination.— CERT-In shall operate an Incident Response
Help Desk on 24 hours basis on all days including Government and other public holidays to facilitate reporting of cyber
security incidents.

(a) Reporting of incidents: Any individual, organisation or corporate entity affected by cyber security incidents
may report the incident to CERT-In. The type of cyber security incidents as identified in Annexure shall
be mandatorily reported to CERT-In as early as possible to leave scope for action. Service providers,
intermediaries, data centers and body corporate shall report the cyber security incidents to CERT-In
within a reasonable time of occurrence or noticing the incident to have scope for timely action.

The details regarding methods and formats for reporting cyber security incidents, vulnerability reporting and
remediation, incident response procedures and dissemination of information on cyber security shall be
published on the website of CERT-In www.cert-in.org.in and will be updated from time to time.

(2) CERT-In shall exchange relevant information relating to attacks, vulnerabilities and solutions in respect of
critical sector with National Critical Information Infrastructure Protection Centre.

13. Disclosure of information.—

(1) During the course of interaction with user community and discharging its functions CERT-In may collect and
analyse information relating to cyber security incidents from individuals, organisations and computer resource. CERT-
In shall follow applicable legal restrictions, orders of competent Indian courts and ethical practices with regard to
disclosure of information and shall maintain reasonable controls and internal checks to maintain confidentiality of such
information.

(2) CERT-In shall not disclose any information which may lead to identification of individual, group of individuals or
organizations affected by cyber security incidents without their explicit written consent or orders of Indian competent
courts. CERT-In shall take appropriate measures to protect such information and shall also not disclose the identity of
individuals, group of individuals and organisations sharing the information and reporting cyber security incidents to it,
without their explicit written consent or orders of Indian competent courts.

(3) CERT-In may share or disclose the general trends of cyber security incidents, cyber security breaches freely to
assist general public for the purpose of resolving and preventing cyber security incidents and promoting awareness.

(4) Save as provided in sub-rules (1), (2) and (3) of Rule 13, it may be necessary or expedient so to do, for CERT-In to
disclose all relevant information to the stakeholders, in the interest of sovereignty or integrity of India, defence of India,
security of the State, friendly relations with foreign States or public order or for preventing incitement to the
commission of an offence relating to cognizable offences or enhancing cyber security in the country.

14. Seeking information, carrying out functions and for compliance in terms of sub-section (6) of section 70 (B)
of the Act.—

(1) Authority.— Any officer of CERT-In, not below the rank of Deputy Secretary to the Government of India may
seek information from service providers, intermediaries, data centres, body corporate and any other person for carrying
out the functions provided in sub-section (4) of section 70(B) of the Act.

(2) For cyber security, CERT-In may take recourse for monitoring and collection of traffic data in accordance with the
provisions of section 69B of the Information Technology Act, 2000 and Rules notified thereunder.

(3) Format for submission of information.— The information sought by CERT-In shall be submitted within the
duration and in the format provided alongwith the communication sent for seeking the information.

(4) Manner of seeking and submission of information.— CERT-In may seek the information through digitally
signed email, fax or registered postal mail. The information shall be submitted to CERT-In through any suitable
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communication channel such as digitally signed email, fax, registered postal letters, Read only Compact Disc or Read
only Digital Versatile Disc, depending upon the volume of information and as specified by CERT-In. CERT-In may
also provide a secure upload facility on their server to the individual Point of Contact as defined in Rule 17.

15. Directions for compliance.— In pursuance of its mandated roles and functions as provided in sub-section(4) of
section 70(B) of the Act and with a view to enhancing cyber security of the information infrastructure in the country,
Director General, CERT-In shall designate, an officer not below the rank of Director to the Government of India, to
issue directions or advisory to service providers, intermediaries, data centres, body corporate and any other person.
Such directions or advisory for compliance shall be issued by email signed with electronic signature, fax or registered
postal mail. The service providers, intermediaries, data centres, body corporate and any other person shall comply with
such directions or advisories and also report to CERT-In, within the time period and the manner as provided in the
direction or advisory.

16. Report of non-compliance.— In case of any non-compliance of directions within the time period by any such
named service providers, intermediaries, data centres, body corporate and any other person, the concerned aforesaid
officer shall submit a non-compliance report to the Director General providing details of such non-compliance within
two days from the date of expiry of such directions.

17. Point of Contact.— The service providers, intermediaries, data centres and body corporate shall designate a Point
of Contact to interface with CERT-In. The information relating to a Point of Contact shall be sent to CERT-In in the
format specified by it and shall be updated from time to time. All communications from CERT-In seeking information
and providing directions for compliance shall be sent to the said Point of Contact.

18. Dealing with non-compliance.— All cases of non-compliance with respect to the communications seeking
information under Rule 14 and directions issued for compliance under Rule 15 shall be submitted to the Review
Committee constituted under Rule 19.

19. Review Committee.—
(1) A Review Committee shall be constituted by the Central Government to review the —

(a) non-compliance of the communication, seeking information under Rule 14, issued to the service providers,
intermediaries, data centres, body corporate and any other person;

(b) non-compliance of the directions issued to the service providers, intermediaries, data centres, body
corporate and any other person under Rule 15;

(c) terming non-compliance of directions within the time period specified under Rule 15 by any such named
service providers, intermediaries, data centres, body corporate and any other person as an offence under
sub-section (7) of section 70B of the Act.

(2) The Review Committee shall consist of the following:—

(I  Secretary, Department of Electronics and Information Technology Chairman;
(II) Joint Secretary, Ministry of Law and Justice Member;
(III) Joint Secretary Level Officer, Department of Telecommunications Member;
(IV) Joint Secretary, Ministry of Home Affairs Member;

(V) Group Coordinator (Cyber Law and e-Security), Department ... Member-Convenor

of Electronics & Information Technology
The Review Committee shall meet as often as necessary.

20. Action for non-compliance of direction.— Based on the non-compliance report as submitted by the concerned
aforesaid officer under Rule 16 and such direction of the Review Committee under Rule 19, the Director General shall
authorise an officer of CERT-In to file a complaint before the court as provided under sub-section (8) section 70B of
the Act
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